Cupertino Amateur Radio Emergency Service

Topic: Introduction to Packet

Speaker: Jim Oberhofer KN6PE, EC Cupertino ARES
Date: Thursday, 05-March-2009, 19:30

Event:. Cupertino ARES Meeting, Orientation Training
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What I1s Packet Radio?



What i1s Packet Radio?

... In a nutshell

 Amateur Packet Radio is one of many digital modes that Hams can use to
build wireless computer networks

 Amateur Packet is built on the AX.25 protocol, a mature extension of the
industry standard X.25. With this protocol, comes transparency, error
correction, and automatic control

« Data transfer speeds range from 1200 baud up to 19.6K Baud (higher
speeds = wider bandwidth)

» Packet establishes a “private connection” between two stations while
sharing a frequency with other stations

» Packet can use Bulletin Board Systems (BBSs) for dropping off and retrieve
messages between users
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What i1s Packet Radio?

What are the components?

« Computer:
e TNC:

 Radio:
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485,050 435.020

a

O E =@ ) (O

TNC Radio Antenna

runs a “terminal emulation” program

Terminal Node Controller; similar to a telephone
modem; the interface between your radio and
your computer; may be hardware or software

and antenna; transmits the digital data sent to the
TNC to another packet station



What i1s Packet Radio?

What can we connect to?

Definition: BBS — Bulletin Board System,
a station that is configured as a “message
drop” for connecting stations. May be
stand-alone or networked to other BBSs or
the Internet. Several software-based BBS
applications are out there.

BBS station

May forward to
other BBS stations
=_—¥ or the internet

il

Definition: PBBS — Personal Bulletin
Board System, a minimal station that is
configured as a “message drop”. Usually
implemented in hardware.

Personal BBS
and Mailbox

1e/l/

AN |
e Y Keyboard to

- Keyboard

y———— N\

[ - TNC Radio Antenna

Home, EOC Packet Station
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Why use Packet Radio?



Why use Packet Radio?

The case for Packet

1. Message Store and Forward

« BBSs allow messages to be stored, retrieved, or forwarded throughout the
connected BBS network.

* The recipient does not need to be on line to get the message, meaning that
messages can be retrieved at the recipient's convenience.

County RACES City-1 EOC City-2 EOC S City-n EOC
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Why use Packet Radio?

The case for Packet

2. Communications Protocol

 Packet uses a protocol called AX.25. This is based on the ITU X.25
protocol for networked packet communications.

o AX.25 supports error correction and control that guarantees that all packets
(and subsequently messages) are delivered correctly.

« TCP/IP is also used to support interlinking BBSs together

TCP/IP

S AX25
County BBS-1 County BBS-2

City-1 EOC
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Why use Packet Radio?

The case for Packet

3. Interoperability

DHS Suggested to the ARRL that the Definition: RMS — Radio Message Servers,

i i provides an RF gateway from packet users to
Amateur community should design and the WL2K system.
maintain a national digital network for Sefinition: CMS - y <
emergency communication purposes. SO Z V= wOMmeN W o55998 SEVErs,

coordinates message traffic between RMS
stations and the internet.

Winlink 2000 (WL2K) was adopted as
that solution.

WL2K provides radio packet users and-~
internet 3" party users W|th transparent
email access. e

County BBS

Standard e-mail protocol
(IETF RFC 2821)

internet

WL2K RMS WL2K CMS
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Why use Packet Radio?

The case for Packet

4. Complex messaging

 Packet is ideal for passing lists of
material, addresses, instructions, or
complex words (i.e. pharmaceuticals

or chemicals)

e you do not want to mistake
Hydrogen Sulphide (a gas) with
Hydrogen Sulfate (an acid)

 Packet-based messaging ensures...

1. the originator can verify the content
before it is sent (more than likely
typed it him/herself),

2. reduces transcription errors between
the sender and receiver, and

3. keeps the voice channel clear for
more critical traffic.
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File Edit Actons Window Help

ECUP-1?4: Shelter material Reguest - Packet Message

Print Sendl Sauel Dehtel

Chsel

Private Meszage

Urg

Bbs: |XSCEOQC

From: |CUUPEQC

Te: ISIREQC

subject: |CUP-174: Shelter material Request

Shelter: buinlan Center
City: Cupertino, CA
Fequest: Material replenishment

Items# Desc Cn-Hand
1 cota 30
2 blankets 45
3 water, bottles 200
4 Firat Aid kits 3

5 Toilet paper 50
6 tooth brushes 10
7 tooth paste 3

2 note pads ]

9 pencils ]
10 MRE 10

Units
ea

8
bottles
kits
rolls
Ea

Ea

£8

ea
cases

oty Meeded

25
15
laad
12
250
a0
a5
25
25
300

15-Mar
15-Mar
l19-Mar
ASEFP

19-Mar
ASEP

BASEP

19-Mar
19-Mar
15-Mar
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Why use Packet Radio?

The case for Packet

5. Reduces message handling

 Packet messaging can originate from the source using standard office
applications (or other methods) and sent directly to the packet app or via
sneaker-net to the radio room for loading and sending.

 Because packet is digital and relies on a computer, messages can also be

printed directly to a printer (assuming the terminal program supports it, such
as Outpost).

47 P .
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Why use Packet Radio?

The case for Packet

6. Supported by the Amateur Community = s o a grm o samvoe g, 7
=\ A0 N Glandilu Py = — - Cucamonga
. ] =" ;._." : LOG \j\ ik 7 DCI:I':I‘I;'I-EI I =I5 o7 nnlana.
« Packet is supported by hams with the ! f"l??'f“ ] “f““ih;f! est o Comare s
. . . =5 ‘,‘ ~ n.-Covina") B il
interest and intent of supporting a s’ mg..!wm X el 2o h% IR
I I Euuth Gataﬂ(] o el A | = s
disaster response when commercial . N e (B
communications is overwhelmed or lost. . . 'Q_fm?fmlgi““".fi".'.l?l"i;;;""-z’?"_;f-- Corona
orrance Ears.on b o . b e >
. . . : ) _i. N -Gardanu 11:!n{illranglr e Z g
* During the recent Chino Hills Earthquake... =i = Yong, | eSantalAna; e, 1)
« Magnitude 5.4 Earthquake SERCAN o s A A
g . q Hug:i:gr:u-n u‘éus;a. M'usia AS A ¥e
« phones in the San Bernardino County : orpoi® "m;s.on_srg-.'_ ;
Sheriff's station worked only intermittently - Laouna”’| T Jﬁf‘
» telephone companies reported no physical "
damage to telecommunications facilities.
o Sprint: “... reported an 800% increase over normal call volume in the half hour
after the earthquake struck... the volume soared past predictions for
emergencies.”
« Verizon: “... about 40% more than the peak we expect during disasters."

Source: Los Angeles Times article, “Post-quake callers overload phone systems”, 30-July-08
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Why use Packet Radio?

The case for Packet

7. Packet aligns with how we work today

 Message complexity and timeliness of delivery drives how we use...

 The telephone versus email (during non-emergencies)
« the radio versus packet (during an emergency)

 We would use packet radio for the same reasons we would use internet

email: message accuracy, delivery, privacy, and the ability to handle
message complexity.

Simple Messages

Complex Messages

Mode
Messages
Delivery

Equipment

Complexity

47 P .
4« Cupertino
%we s/ ARESIRACES

14

Voice

Short messages
Immediate
Radio

Short learning curve

Packet

Lists, instructions, details
Store & forward; mail drop
Radio + TNC + PC + SW + BBS

Many commands to learn (native Packet)



Packet Radio
Components



Packet Radio Components

What are the components?
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Connecting PCs to Radios

TNCs... Terminal Node Controllers
* Interface between the computer and the radio

e Can be implemented in Hardware or Software

Hardware

« Kantronics

« Timewave

« PacComm

Software

« AGWPE
» Pre-built interfaces
e Sound Card Packet

4?” Cupertino
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Connecting PCs to Radios — options

PC, TAPR2 TNC, Radio

Pros: easy integration
Cons: more HW Cost T oo

g

AN TAPR2 TNC Radio Antenna

PC, AGWPE Software
KISS TNC, Radio
Pros: cheaper HW As o

Cons: SW config o

g

\| KISS TNC Radio Antenna

g

PC, AGWPE Software -
Sound Card IF, Radio “"ﬁs,o;a oo
Pros: very cheap Interface A - \ Sound Card IF B
Cons: SW config, IF | ) Components Radio Antenna

assembly required

'ogil::' »4% B
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Connecting PCs to Radios

Hardware approach

Some (not all)
TAPR2-compatible TNCs

Tucson Amateur Packet Radio (TAPR):
the organization that created the protocol
standard (AX.25) for today’s TNCs.

i .'ill:-\.l. :,":.I C =g T _'.‘-;-'-_ -'-\. .:

Foshar Kt

~$169

455 .
Cupertino
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Connecting PCs to Radios

Software and Hardware appaorch
*AGWPE

SV2AGW'’s Packet Engine
TNC management Program
Controls TNCs that run in KISS

Kits and Pre-assembled Interfaces

» Tigertronics... SignaLink
 West Mountain Radio ... RigBlaster
« MFJ... 1275, 1275M

Or, use a PC’s sound Card for packet

A7 A .
Cupertlno
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| O

-
L

Par Delay Yar  PTT

Saund Card - Radis Inleface

Aud

T,

- i . i L
~ SignaLink wmasi--

e

$45-60
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Connecting PCs to Radios

Interface Cables
PC-to-TNC

 Standard serial modem cable
e USB-to-Serial, Standard serial modem cable
TNC-to-Radio

e custom... each Radio has a different pin-out for Audio-in,
Audio-out, and PTT

PC-to-Radio (sound-card packet)

e Or build your own AGWPE-Sound Card Packet...
http://www.kc2rim.info/soundcardpacket/

f Cupertino
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http://www.kc2rlm.info/soundcardpacket/
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Sound Card Packet

http://www.kc2rIm.info/soundcardpacket/

/2 1. Interface: Radio to Computer - Windows Internet Explorer

. |g, http: /fwww . kc2rim.infofsoundcardpacket/ 1cablestart. htm

S

File Edit View Favorites Tools

Help

'il:f' Efﬁ @ 1. Interface: Radio to Computer | |

Introduction
AGWPE Overview

More about AGWPE
1. Interface
P Getting Started
Kits and Pre-assembled
Eeceive Audio Cable
Transmit Audio Cable
PTT (TX Control) Cable
2 Radio Modification
2. AGWPE Set Up
Download and Install
Basic AGWPE Setup
2 Radio Setup
2 Card Setup

477y .
Cupertino
s/ ARES/RACES

Sound Card Packet

Interface (Computer-to-Radio Cables)

Getting Started

To connect your radio to the sound card, you'll need an interface cc
RX (receiver audio), TX (transmit audio), and PTT (transmit) function
you'll need a more complicated interface. See cableZradio.htm

The basic AGWPE radio-to-computer interface is the same as one a:
programs such as P5K31 or Slow Scan TV. So, if you already have «
AGWRPE. (Mote: This may not always be true. For example, the stanc
work for the Main band but not the Sub Band. That's because there
jack.)


http://www.kc2rlm.info/soundcardpacket/

Sound Card Packet — Receive Audio
http://www.kc2rIm.info/soundcardpacket/

Heceive Audio to Sound Card LINE IN Jack

Sound Card
_ _ Transformer LINE IN Plug
Radio RX Audio o—e (™ G
thield g u RXto Tip
Radio Ground - % Ground to Sleeve

Receive Audio to Sound Card MIC Jack with 10:1 Attenuation

1:1 Transformer Sound Card MIC Plug

Radio RX 100K BXto Th
Audio Out i S E:En o
T II]H% %1 Ground to Sleeve

Shield

Radio Ground o

Radio Shack #273-1374 for a 1:1 or #273-1380 for a 1000:8.

4,; Cupertino
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http://www.kc2rlm.info/soundcardpacket/

Sound Card Packet — Transmit Audio

http://www.kc2rIm.info/soundcardpacket/

Sound Card Transmit Audio with 57-:1 Attenuation

LINE OUT Plug 1:1 Transformer

TX from tip 6K P
r’““—'l'=l=|—|_l:I o
=S S S S A A Al | ) B

Ground from sleeve thield

3

o Radio Ground

C1 = optional capacitor blocks DI voltage; may be required for radios sharing
TX and PTT lines, e.g. hand held radios

Sound (ard
LINE OUT Plug

TX from hip

Transmit Audio with 100:1 Attenuation

il

1:1 Transformer

100K

Ground from sleeve

TAVAYS

=

3

C1 Radio
4) |+_., TX Audio
o Radio Ground

C1 = optional capacitor blocks DI voltage; may be required for radios sharing

TX and PTT lines, e.q. hand held radios

" VUIJUI v
24 ‘*ﬁ# ARES/RACES


http://www.kc2rlm.info/soundcardpacket/
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Sound Card Packet — Push-To-Talk

http://www.kc2rIm.info/soundcardpacket/

DB 9 pin assigment

PTT Circuit Using Optocoupler

Radio PTT

Radio

R1
Serial RTS  __qooa 1 & i
or DTR Pin W Shield
D1 A | ¥, IC
gy
(lomputer i
hround 2 3 4

ff*l/r:-_—\— Diata carrier detect

B O—— Data set ready

2 Oo—— Receive data
fo—— Requast to 2end

30— Tranzmit data
Ho——— Clear to send

4 o—— Data terminal ready
8 o——— Ring indicator

\ESZ =ignal ground
Protective ground

47 P .
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A brief introduction

Outpost Packet Message Manager

What is Outpost?

* A Windows-based packet messaging client that hides the complexity of the
packet world

* Helps automate all the features available with the packet message handling
environment

 Manages all message-handling between you and the BBS
» Lets you read, delete, create, reply to, or forward messages back to the BBS

 Enables ARES / RACES teams to support the response efforts and
requirements of our local served agencies by pass digital traffic

'ogtl::' »4% .
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A brief introduction

Outpost Packet Message Manager

{)utpost Packet Message Manager - |EI|£|
File Edit Setup Tools Actions Help

Newl Dpenl Deletel Printl Sendmeoeivel

Creating messages

Folder List

« Familiar email-app look & feel

e Supports Private, NTS, and Out Tray
bulletin messages

Sent
Megz

* Freeform formatting

Archive

« Delivery and read receipts

Drraft
- - - - MSgS

» Different ways for originating
messages e

] | Type | From | To | BES | Subject | Dated/Time | Sizel
B HEBYHF ALL KGFB-2 SUNNYYALE HAME FLEA MA__.  04/02/2007 __. 2854
B SYSOP ALLEOC WEXSC-1  EMERGEMCY BES OPERATIONS 04,/03/2007 12:46 1174
FMEFE MEWwWLISRH Outpozt Known Limitations, «2.2 04,/04,/2007 12:.00 4282
KMEPE MEWUISRH Wihat's Mew in Outpost v2.2 04,/04,/2007 12:00 2854
KMEPE MEWIISH Wieloome to Outpost 2.2 04,/04,/2007 12:00 1174

| Il RKSCEOC CUPEODC  'WEXSC-1 Hequest EDC Status 04/0

] 4/2007 ... 4282
KMEPE CARES f.GFB-2 M35 Mazk Purchaze (4,192 43 2

=101 x|

File Edit Actions Help

Printl Sendl Savel Deletel Clcsel Urg Pt | Bul | MTS

Private Meszage

Bbs: |KEFB-2
Fram: |KMEPE
Ta: |[KRGCO
Subject: |Cupertino Streams

Ken, :I

Marsha is working with the Santa Clara Valley Water District on getting high
7 lems, 75 Total |

477y .
Cupertino
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water height markers on all critical waterways throughout the city. This
shouild be completed sometime this spring.

73, Jim EN&EE




A brief introduction

Outpost Packet Message Manager

{)utpost Packet Message Manager - |EI|£|
File Edit Setup Tools Actions Help

Viewing messages ~e-| - =T =7 T -

. . . . InT i} | Type | From | To | BES | Subject | D ate,/Time | Sizel
e Su pports viewing, printing, UL B NBVHF  ALL K6FB-2  SUNNYVALE HAME FLEA MA_  D4/02/2007 2854
i ] B SYSOP  ALLEOC  WEXSC-1  EMERGENCY BES OPERATIONS 04/03/2007 1246 1174
FMEFE MEWwWLISRH Outpozt Known Limitations, «2.2 04,/04,/2007 12:.00 4282
deleti ng or saving a message KNEFE  NEWUSR what's New in Outpast v2 2 04/04/2007 1200 2854
- v KMEFE  NEWUSR Welcame to Dutpost 2.2 04/04/2007 1200 1174
to a local file CUPEOC WEXSC-1 Request EOC Status

| Il KSCEOC

_ 04/04/2007 .. 4282
KHEFE" CARES. © KEFB.2 - NG5 Mack Puchace EEME

* Reply and Forward message I"I95 Mask Purchase - Packet Message =10O| x|
fOrm attl n g File Edit WView Actions Windows Help

Printl F‘.Eplyl Reply b .ﬁ.lll Furwardl Deletel Clusel E}q:u'rel

Bulletin Meszage
Bhs KEBFB-2 Sent: 0440342007 20:43
From; KMEPE
Ta CARES i’
Subject; M85 Mask Purchase

|!.7-111 Packet-enabled CARES members, ;I
35 4

Those CRARES members interested in purchasing N95 masks as described by Marsha,
please let me know. We will be doing & bulk purchase at a cost of §1 per mask for
CARES members.

Eegards,
Jim EN&EE
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A brief introduction

Outpost Packet Message Manager

Helps implement packet operating policies, such as...
All stations will identify with a tactical call sign

All messages are sent as private messages

All messages are uniquely identified

All messages are as short as possible

All stations will check the BBS periodically for traffic

All stations will check for specific message types

N o O kW DR

All message traffic becomes part of the official event
documentation package

Cupertino
s/ ARES/RACES
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Deploying Packet



Aligning Packet in California

The California environment... @

State OES... CA State OES

Three state regions... Coastal Region ) (" Inland Region
Counties... Op Area/SC . Op Area/SF ) Op Area/Napa

Local Level

e @) 6)... @) &

cities

Cupertino
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SCC’s Packet Infrastructure — today
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SCC’s Packet Infrastructure — proposed

R T T e Th ) i
Menio Pag( ~oPala'Alto e, Mil
3 o AN ko
%, Stanforges
b &£ In

“[144.9908F
223.580,

Funa CLos Al &N— A
- Santa Clarac™

r..1,:’. '.-.HG:il‘p ’
- 145070
223.560-. |

Link: 433.430 @ 9600 baud

34 e LT
LAY Y.

g - {5)144.970
: b, A T
< Mo nHill

b S
Sanblartin.
T - s
" & N
*;Ep"";::"\ :I-"-I i
’iﬁ‘:‘a ",II e "'. o
e Y 5 "I,_
r. i -
K = 5
T fF -_._1: %
‘a
- Gilroy/

_j-. .'
=
I
+
-
-



Deploying Outpost

Santa Clara County and PacForms

Santa Clara County OES required a
backup means to pass RIMS
messages

Packet Radio was the logical choice;
Outpost was recommended

County RACES also needed more
standard means for soliciting and
collecting information from the cities

PacForms are web-based forms that
can be deployed to the EOC staff for
quick data entry

PacForms can run stand-alone or
directly pass a formatted message to
Outpost

A0 D .
Cupertino
s/ ARES/IRACES

IIé C:\PacFORMS\data\CUP 172; EOC MESSAGE FORM, himl

f:" ARES/RACES MESSAGE FORM - Windows Internet Explorer

File Edit WView Favorites Tools Help

{? dﬁ? @ ARES/RACES MESSAGE FORM

For Instructions using this form
This Form has been filled in using file c:\pacforms\dara\CUP172; EOC
MESSAGE FORM.txt

EOC MESSAGE FORM

PacFORMS adaption of SCCo ICS Form 213 (Ver. 2.1.3)
By Phil Henderson, KFBZS0Q
(This form works with Outpost/OpDirect for Automatic ASCIl text save)

Click Here. |

1a.) Date: (MM/DD/YY) |4.) Situation Severity (Select One) |5.) Ms
04/25/08 . EMERGENCY ol
(e.g., Life Threat) (.
1b.) Time: (24 hour clock) |© URGENT CP
1710 (e.g.. Property Threat) (
0001 to 2400 « OTHER & R
2:00 PM = (2+12)=1400 Hrs_ (All Others) (
|?.) ICS Position: (required) |DEC |
|9a.) Location: (required) i|)(SCEOC
o:
|Name'. (optional) |Lary Carr
|Teleph0ne #: (optional) ||
10.) SUBJECT:  [Cupertino RACES Staffing
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Deploying Outpost

Santa Clara County and PacForms

Available PacForms

EOC Message Form
“City Scan” — Flash Report
Logistics Request Form

Hospital Status Report Form,
DOC-9

Hospital-Bed Avalilability Status
Report Form, DOC-9

SEMS Situation Report

SEMS Mission/Request Tasking
Form

Cupertino
ARES/RACES

/,'.‘ CITY SCAN FLASH REPORT - Windows Internet Explorer

p——
(=1 = Ifé E:\PacFORMS\data\pfmsg-1.html j || X Iardentsentrypad(etshelterrepurt

File Edit WView Favorites Took Help

w e BB' v| /& Outpost Troubleshooting | Q' ardent sentry packet shelter .. | @ CITY SCAN FLASH REPORT X | | 5 v B - = v |5 Page v (G

"CITY SCAN" - FLASH REPORT

JavaScript Version for Packet Transmission
Note: This Form has been adapted from the paper form to prepare an ASCIl text file for transmission via Amateur Radio Packet.
Form adapted by Phil Henderson, KF6ZSQ, Mountain View, CA AEC.
Ver. 3.0, 7-20-07
(For the manual saving of the ASCIl output. this form is best used with Microsoft Internet Explorer)

This Form has been filled in using file e:\pacforms\data\pfinsg.out

= Items in RED are required =

1a.]|CUperﬁno 'l 1b.) If Other is selected, Enter Entity Name: |

Date/Time of Contact: ~ 2.) Date: [10/07/2007 3.)Time (HrMin - 24 Hour Time): |W345
Contact Person: 4.) Name |Ma}sha Hovey 5.) Title: IEmergency Services Coordir

Method of Contact: 6.) Phone #: [408-777-1234 7.) Radio Frequency: |CntHD

8.) HAS THE CITY BEEN IMPACTED? (check one) “YES T NO

16f. = = [
= I [ | I E

17.) Are you requesting any ADDITIONAL RESOURCES from the Operation Area? (check one) “YES ' NO

If you Checked YES, YOU NEED TO SUBMIT RESOURCE REQUEST.

Below you will see two SUBMIT buttons. The one on the left, when Submitted, will open a new
window with the ASCIl text so you can manually capture, copy, paste and save the text. Follow
instructions in red in that window.

The SUBMIT button to the right will automatically transfer the ASCI text extracted from the form to
the Outpost database via via OpDirect. OpDirect must be running to make this work or nothing is
saved.

SUBMIT Message Form: Manual Copy & Save | SUBMIT Message Form to Outpost or Pac-Save
Clear Input |

OR: Return to the FORMS Index
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Why talk about Packet in Cupertino?

1. Need to support County’s requirements for packet
communications

2. |Is there an application for Packet within Cupertino to
support the City?
 Field deployment for...
o Ark support
 Medical Center
e Participation as a County MAC
e others?

3. As we think about our response, what information that
needs to be passed aligns with the use of Packet?

4. Next Steps?
&)

Cupertino
s/ ARES/RACES
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Any Questions?

£

Cupertino
ARES/RACES
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