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Agenda

1. Drill introduction – what’s the plan?

2. Our 16-May scenario

3. Drill Objectives

4. Alt911 Message Handling

5. Message Passing 

6. Making it all work from home

5/7/2020 2020 Comm Outage Drill Prep



Cupertino ARES/RACES

2020 Comm Outage

*** THIS IS DRILL TRAFFIC ***
A massive PSPS event occurred that caused most of the SF 

Greater Bay Area to lose electrical power.  Within 4 hours 
of this event, residential communications failed.  Four 
hours later, cell service failed.

… and all during a Pandemic
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2020 Pandemic
*** THIS IS DRILL TRAFFIC ***

Actual happenings
January 20th, first report of coronavirus in the U.S.  

January 30th, WHO declares a Public Health Emergency of International 
Concern. 

March 13th, Santa Clara County Public Health Department orders gatherings 
over 100 people banned, smaller events limited.  

March 16th, SCC DPH orders everyone to stay inside their homes and away 
from others as much as possible for the next three weeks.  

March 31th, SCC DPH extended shelter-at-home order to May 3rd.

May 4th, SCC DPH extended shelter-at-home order to May 31st. 
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2020 Public Safety Power Shutoff (PSPS)
*** THIS IS DRILL TRAFFIC ***

… and the rest of the scenario
May 1st, Fire season is off to an early start with CAL Fire already tackled two 

moderate-sized wildland fires in Shasta County.

May 12th Tuesday, NWS issues an increased fire weather concern, wind 
advisory for the North Bay mountains and East Bay hills until Thursday 
morning.

May 13th Wednesday AM, PG&E issued notices to North Bay communities that 
a PSPS event will likely start within 24 hours.

PG&E also issues an advisory for almost all Bay Area jurisdictions for a 
possible massive PSPS event.

Cupertino OES expands its virtual EOC activities to monitor the PSPS threat.
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2020 Public Safety Power Shutoff (PSPS)
*** THIS IS DRILL TRAFFIC ***

… and the rest of the scenario
May 15th Friday, Fires have occurred in the Santa Cruz Mountains.  Power 

outages started for the east bay cities and communities along all foothills 
area.  

PG&E put all Bay Area cities on notice that power will be out for much of the 
Bay Area by Saturday.

The Cupertino OES creates the Saturday Incident Action Plan (IAP) which 
includes objectives for CARES and CERT to activate Saturday to:

• Set up communications outreach points from home locations to provide 
neighborhood observations.

• Receive and transmit resident requests for help.

• Provide information to residents from the city.
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2020 Pandemic + PSPS
*** THIS IS DRILL TRAFFIC ***

May 16th Saturday, 2:00am, the power goes out in Cupertino

6:30am, City Manager issued a proclamation of an emergency
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How do we do this?

How likely is this this kind of PSPS scenario?
How do we deal with a compound problem?
Our marching orders:

• Set up communications outreach points from home locations to provide 
neighborhood observations.

• Receive and transmit resident requests for help.
• Provide information to residents from the city.

Understanding the mix of things we need to do:
• Social distancing
• Field deployment
• Message passing
• Stay healthy
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Incident Action Plan
What guides our work? 

For emergencies that require resources, the EOC develops an 
Incident Action Plan that lists the objectives for the Operational 
Period.

Cupertino Citizen Corps takes the relevant objectives and refines 
them for our use.  

CARES uses these objectives to guide the selection of tasks that 
we will employ to meet the Operational Period’s objectives.

So, what is a task?
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CARES Task List
What guides our work? 

A Task is a discrete piece of work to be performed.

A Task List is a menu of unique tasks that describe the full scope of what can 
be done.  For us, it also describes our capability.

The CARES Task List (CTL) is a standard and documented list of tasks that 
describes our capabilities and operational activities.

Find the complete description here… 
https://www.cupertinoares.org/ > Docs & References, CARES Task List
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Hierarchy of Tasks
What guides our work?
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• Level 1 Tasks define a broad objective based on who we support during an 
assignment.  

• Level 2 Tasks describe what we will do and are subordinate to and are 
usually invoked as a component of a Level 1 Task.  Subordinate tasks further 
define the activities involved in the Operational level task.  

• Level 3 Tasks describe how we will do it.
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What makes up the CARES Tasks
What guides our work?

Level 1 Tasks
These tasks define a broad objective and 
describe who we support during an 
assignment.
1. Provide EOC/ICP Communications Support 
2. Provide Mutual Aid Communications Support

Level 3 Tasks 
These tasks define how we will do it during 
an assignment.
1. Event Management
2. Resource Management
3. Resource Net Control Operations
4. Message Net Control Operations
5. Field Message Handling
6. Packet Message Handling
7. Preliminary Safety Assessment
8. Infrastructure Safety Assessment
9. Alternate 9-1-1 Operations
10. Ember Watch Operations
11. Cross-band Operations
12. Fire Station Operations
13. ARK Activation
14. Comm 469 Operations
15. Alternate Response Plan Operations (Eqt)
16. County MAC Notifications
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Level 2 Tasks 
These tasks define what we will do during 
an assignment.
1. Conduct Field Comm Operations
2. Perform Served Agency Assessments
3. Conduct RACES Mutual Aid Operations
4. Conduct Public Safety Partner Mutual Aid 

Operations
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Tasks and Capabilities
What guides our work?
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Communications

3.5.1 EOC/ICP Comm Support  3.5.2  Mutual Aid Comm Support

3.6.1  Field Comm Ops 3.6.2  Served Agency
Assessments

3.6.3  RACES Mutual Aid Ops 3.6.4  PSP Mutual Aid Ops

3.7.1  Event Management
3.7.2  Resource Management
3.7.3  Resource Net Control Ops
3.7.4  Message Net Control Ops
3.7.5  Field Message Handling
3.7.6  Packet Message Handling
3.7.9  Alternate 9‐1‐1 Ops
3.7.10 Ember Watch Ops
3.7.11 Cross‐band Ops
3.7.12 Fire Station Ops
3.7.13 ARK Activation
3.7.14 Comm 469 Ops
3.7.15 ARP Ops

3.7.1  Event Management
3.7.2  Resource Management
3.7.3  Resource Net Control Ops
3.7.4  Message Net Control Ops
3.7.5  Field Message Handling
3.7.6  Packet Message Handling
3.7.7  PSA Ops
3.7.8  ISA Ops
3.7.14 Comm 469 Ops

3.7.1  Event Management
3.7.2  Resource Management
3.7.11 Cross‐band Ops
3.7.12 Fire Station Ops
3.7.14 Comm 469 Ops
3.7.15 ARP Ops
3.7.16 County MAC Notifications

3.7.1  Event Management
3.7.2  Resource Management
3.7.5  Field Message Handling
3.7.6  Packet Message Handling
3.7.12 Fire Station Ops
3.7.14 Comm 469 Ops
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3.7.5   Field Message Handling
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3.7.6   Packet Message Handling
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3.7.9   
Alt911 Message Handling
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2020 Pandemic + PSPS Exercise, Introduction
May 16, 2020

Objectives
1. Pass Alt911 packet message from the field to County Comm.

2. Pass Alt911 voice message from the field to the EOC.

3. Pass general voice message traffic from the field to the EOC.

4. Receive and print city notices and announcements for the community in the 
field.

5. Pass ALT911 information to EOC as SitStat input for MARPLOT processing
(Mapping Application for Response, Planning, and Local Operational Tasks).
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2020 Pandemic + PSPS Exercise, Introduction
May 16, 2020
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Concept
This will be a full-scale communications exercise based on a scenario involving the loss 

of power and communications during a pandemic.
1. The drill will occur over a 3-hour period on Saturday May 16, 2020.
2. CARES responders will operate from their homes, simulating a local neighborhood 

message taking and information sharing station; no actual public interaction.
3. We will evaluate span of control concepts.
4. Packet message traffic will be based on time-triggered scripted messages and 

simulated interactions with the public.  They will be coordinated on a packet 
command net for packet operators.

5. Voice message traffic will be based on time-triggered scripted messages and 
simulated interactions with the outside world.  This will be coordinated on a voice 
message net.

6. CARES will participate in the County-wide RACES exercise that runs from 10:00am 
to 12:00pm.

7. Simulated ALT911 packet traffic will be developed and sent to the XSC911 County 
Comm packet address.

8. Operate voice message net on 3 nets.
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ALL PACKET OPS:  DO THIS FIRST

Set up for
Cupertino Bulletins
Make this change to your Packet 
Station:
1. Packet handbook page 9
2. Setup > BBS > select XSC_W1XSC-1
3. Click on Retrieving Tab
4.  Retrieve bulletins

 Custom Retrieval
Add these 2 lines:
A ALLXSC
L> CUP

5. Click Apply
6. Repeat for W4XSC and any other BBS 

you use to support Cupertino.
7. Click OK
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NOTE! If you intend to connect 
to a County BBS by a BBS other 
than W1XSC, then let me know… 
there is an Outpost PATCH you 
will need to apply.

NOTE! If you intend to connect 
to a County BBS by a BBS other 
than W1XSC, then let me know… 
there is an Outpost PATCH you 
will need to apply.

Amateur Packet Radio Field Reference
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ALT911 Message Handling
Common: Pass ALT911 voice & packet messages from the field…
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Amateur Packet Radio Field Reference
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ALT911 Message Handling
Obj#1: Pass ALT911 packet messages from the field…

1. Specific Outpost config 
changes for Alt911

• CORRECTION to BOOK; 
this should be CHECKED

• Different from the standard 
SCC RACES configuration
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Amateur Packet Radio Field Reference
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ALT911 Message Handling
Obj#1: Pass ALT911 packet messages from the field…

Setting up Alt911cts
Station ID

1. On running Alt911, make 
sure the station ID is filled in.

2. Location: For this exercise, 
use your street name

3. Location ID: Pick 3 letters 
from your street name

5/7/2020 2020 Comm Outage Drill Prep



Cupertino ARES/RACES

ALT911 Message Handling
Obj#1: Pass ALT911 packet messages from the field…

Setting up Alt911cts
Preferences > Network

1. Make sure Outpost is 
running

2. Setup > Preferences

3. On the Network tab, press 
“Opdirect Link Test”

4. Verify you get a “Opdirect
link test passed!” message.
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Obj#3: Pass general voice messages from the field…

The 3 steps of passing a message by voice
1) tell net control what you need

2) pass the message to the receiving station

3) record what you just did
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Obj#3: Pass general voice messages from the field…

Judy Slide
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Field Communications Operations Handbook
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Obj#3: Pass general voice messages from the field…

The 3 steps of passing a message by voice
1) tell net control what you need

2) pass the message to the receiving station

3) record what you just did
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Obj#3: Pass general voice messages from the field…
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Field Communications Operations Handbook
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Obj#3: Pass general voice messages from the field…

The 3 steps of passing a message by voice
1) tell net control what you need

2) pass the message to the receiving station

3) record what you just did
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Obj#2: Pass ALT911 voice messages from the field…
Obj#3: Pass general voice messages from the field…

Update the Operator Use Only area 
at the bottom of the form,

and record the message on your 
ICS 309 Communications Log, 
see page 26 for details.
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Field Communications Operations Handbook
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Obj#4: Receive and print city notices and announcements …

How does the city get information pushed out from the EOC to the residents?

1. Voice message.  Recipient to receive the message and print neatly.
2. Packet text message.   Packet Operator receives the message and prints it.  

May not be formatted as a notice.
3. Packet PublicNotice message.  New PacFORM that is designed for 

outbound public messages.

5/7/2020 2020 Comm Outage Drill Prep



Cupertino ARES/RACES

What happens in the EOC
Obj#4: Receive and print city notices and announcements …

How does it work?

1. EOC or PIO writes out a notice to be 
distributed to the public.

2. EOC packet operator selects 
Forms > Public Notice

5/7/2020 2020 Comm Outage Drill Prep



Cupertino ARES/RACES

What happens in the EOC
Obj#4: Receive and print city notices and announcements …

3. EOC packet operator fills 
in the Public Notice Form
per the message

4. To see what it would look 
like, press PUBLISH

5. When done, presses 
Submit to Outpost
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What happens in the EOC
Obj#4: Receive and print city notices and announcements …

The EOC packet operator…

6. selects Bul for bulletin

7. addresses it to cup@xsc

8. presses Send

9. presses Send/Receive from 
Outpost
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What happens in the Field
Obj#4: Receive and print city notices and announcements …

The field packet operator…

6. retrieves the message 
and opens it
The message 
automatically launches 
the browser and loads 
the message.

7. presses PUBLISH

8. prints the message (this 
is why printers are 
important).

9. hands this to the IC for 
community posting.
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To Summarize…

Some new things planned!
1. Updated 2019 Field Communications Operations Handbook
2. Updated 2019 Amateur Packet Radio Field Reference
3. Test upgraded ALT911 Call Taking System in the field
4. Test passing ALT911 messages over the voice net
5. Test PublicNotice PacFORM from the EOC to the field

12/06/2018 2018 Earthquake: Drill Prep
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Field References

12/06/2018 2018 Earthquake: Drill Prep

All field reference manuals are 
up on the CARES Website, 
here…
https://www.cupertinoares.org

> Docs and References
> Field References
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Final Review…

12/06/2018 2018 Earthquake: Drill Prep
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Timeline
Earthquake Exercise

Saturday, 16 May
• 0200 Simulated Power goes out
• 0800 Activate the CARES Emergency Net; check-ins, briefing
• 0845 Build team assignments; identify message NCS, EOC operators
• 0900 ‘Deploy the field’ (at home)
• 0900 Start 1st Op Period
• 1030 End of 1st Op Period; End of Exercise, begin debrief
• 1100 End of debrief

12/06/2018 2018 Earthquake: Drill Prep
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Homework

Download: ALT911 Message Form
(https://www.cupertinoares.org/docs/COES213-911-Message-Form.pdf)

Review: SCCo RACES Message Passing Procedures
(https://www.scc-ares-races.org/operations/docs/Message_Handling_Procedures_v191115.pdf)

Review: SCCo RACES Message Passing Class slides
(https://www.scc-ares-races.org/training/courses/Msg_Passing/SCCo_Message_Passing_v191113_1up.pdf)

Watch: SCCo ICS214 Training Video
(https://www.scc-ares-races.org/training/self-paced/ICS214/SCCo_ICS214_v181108.mp4)

Watch:  SCCo ICS-309 SCCo Communications Log – Part 1
(https://www.scc-ares-races.org/training/self-paced/ICS309/SCCo_ICS309_Part_1_v200124.mp4)
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Thank you
Any Questions?
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