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Preface

This report is submitted to the City of Cupertino Office of Emergency Services, Public Affairs Department
and Public Safety Commission on Cupertino Communication System Risks. Its genesis was from a
heightened concern with the increasing trend in communication system outages that have occurred
throughout the greater San Francisco Bay Area over the past few years.

These events begged the question: how ready is Cupertino if a communications outage occurred here?
This report, and the details contained within, was created in an attempt to provide some answers. It lists
the critical communication systems that exist within the city today, the different hazards that we face,
and the history of problems that the Bay Area has experienced. Different communication categories and
their possible failures are reviewed along with their probabilities, seriousness, and associated risks.
Mitigations and contingencies are listed when known. Lastly, where mitigations and contingencies are
lacking, opportunities for action are summarized in a series of recommendations.

As a final thought: because of the high level of interconnectedness with today’s communication systems,
if our city is impacted, then it is likely that some or all of the surrounding areas also would be impacted.
As a result, some risks may be addressed with mitigations or contingencies that could be common and
leveraged across the region.

Comments and feedback are welcome, and updates will be made as new information or changes to our
communications environment become known.

Jim Oberhofer
Cupertino, CA
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1 EXECUTIVE SUMMARY

1.1 OVERVIEW

The Cupertino Communications Risk Report was undertaken to assess the communication risks that the
City and its residents face. This report only attempts to recommend actions that the City could take and
acknowledges it has no authority to drive them. However, it hopefully presents a compelling argument
for taking action to mitigate or respond to specific risks with City communications. Input to this plan
came from Office of Emergency Services, Cupertino City Channel, and Department of Public Works staff
members.

Communication failures can be triggered from any number of Initiating Hazards (Section 5.1) including
Earthquakes, Power Failure, and Terrorism/WMD events to name a few. These hazards can cause a
communication loss by one of three Impacting Events (Section 5.2): (i) Loss of Connectivity, (ii) Power
Failure, or (iii) System Overloading. Because there is sufficient historical evidence, these events become
one of the key drivers for assessing risk and developing the risk plan.

This assessment identified five classes of communications (Telephony, Internet, Radio, Video, and
Messaging) and 15 communications ‘services’. As a result, 43 Risks were identified (Section 5.6) with
the following rating:

e 0 being Acceptable

e 27 (63%) are Tolerable (cost of the risk reduction ‘is not worth it’)

e 9(21%) are Undesirable (Tolerable only if the risk reduction is impracticable or the costs are
grossly disproportionate to the improvement gained), and

e 7 (16%) are Unacceptable (in any circumstance).

While mitigations and contingencies were listed for each risk when known, not all Undesirable or
Unacceptable Risks had both. This situation presents the opportunity for the City to determine in which
areas to invest and which to further accept the risk.

1.2 OBSERVATIONS
The following observations were made from the information gathered for this plan:

1. The city appears to have sufficient primary and secondary telephone coverage to maintain
business operations.

2. Recovery of the commercial communications infrastructure is not the responsibility of the City.
3. There is reasonable resiliency with City-owned communication systems both for internal use as
well as for information out-reach to the community provided City Hall does not lose power.

4. The largest re-occurring risk to City communications is the loss of power.

5. On atelephone outage, the City’s trunk radio system will not be able to pick up the entire
internal communications load due to the limited number of frequencies available for efficient,
concurrent conversations.

6. Loss of both wireline and cell phone services significantly reduces the telephone call capacity
and should constitute a city emergency.

7. Loss of commercial electrical power should constitute a city emergency.

8. Amateur Radio continues to be the communications mode of last resort.

CCRR-v170207.docx Page 5 of 68
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1.3 RECOMMENDATIONS FOR THE CITY
The following summarizes the recommendations that address the City’s Undesirable and Unacceptable
Risks.

Move the Travelers' Information Station (TIS) to a more secure facility, or retrofit City Hall.
Complete the TIS backup battery upgrade.

Improve the reliability of the City Hall backup generator.

Define the Public Information Outreach plan.

Define the Community Emergency Assistance Request Intake plan.

Complete the ARKnet build-out as the Cupertino Emergency Intranet.

Perform testing of specific backup communications measures.

Explore other emerging technologies and means for communicating with the community during an
emergency.

PNV R WN R

See Section 6.2 Recommended Actions for details. There are several other lower priority actions that
the City can take to further mitigate Tolerable Risks; see this section for details.

1.4 RECOMMENDATIONS FOR THE COMMUNITY
The following recommendations address other risks for Cupertino residents. In all cases, these are more
home preparedness activities that should be emphasized with the community.

9. Public Outreach to the community:
1. Ensure residents have a car cell-phone charger.
2. For home wireline telephones, ensure the availability of at least one corded phone.
3. Ensure every home has a portable AM/FM radio.

Mitigating risks for the community is limited to what each homeowner or business elects to undertake.
The above 3 risk response actions, while assessed as Tolerable, are still important as part of community
ownership for initial self-reliance in the event of a disaster. These items are candidates for write-ups in
the Cupertino Scene’s preparedness section. See Section 6.2 Recommended Actions for details.

1.5 SUMMARY

Stepping through this process has helped clarify specific risks that the City should further address. The
ability to reduce the risk across the board, both for Communications as well as for other functional areas,
ensures that the City can operate as effectively as possible in its delivery of city services to the
community.

Finally, Risk Assessment is an on-going process. As mitigations and/or contingencies are defined, tested,
and put in place, or as the threat levels change, risks should be re-assessed and addressed as
appropriate. Reducing the risks to the community should be balanced with the other priorities that the
City currently faces.

CCRR-v170207.docx Page 6 of 68
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2 INTRODUCTION

At the national level, the U.S. Government’s focus has been on ensuring the security and resiliency of
the nation’s critical infrastructure elements against terrorist attack.

In 2006, the Department of Homeland Security (DHS) produced the National Infrastructure Protection
Plan (NiPP)® to serve as a Risk Management Framework to address pre-existing threats that may occur
from natural disasters, cyber-attacks, and terrorism. To make NIPP a reality, 16 critical infrastructure
and key resources” were identified and, through partnerships with State, local, and industry, Sector
Specific Plans were developed. Communications is one such Sector.

The Communications Sector Specific Plan (CSSP)* describes how this sector will manage risk using both
public and private resources, how partners will implement programs and practices to achieve sector
goals, and how the Sector will measure the effectiveness of protective activities. In the U.S., the critical
communications infrastructure is owned and operated by private sector companies who are national
players and, therefore, participate in the national plan.

However, the CSSP does not address what happens, or should happen, at the local level. Because there
are locally-owned and managed components of communications infrastructure, these components also
warrant consideration and inclusion in a local Communications Risk Plan.

This report attempts to address this for Cupertino, CA with a Cupertino Communications Risk Report.

2.1 BACKGROUND

Today, almost every aspect of modern life depends on the digital infrastructure. As a result, our nation’s
economic security relies heavily on the security and operations of the critical communications
infrastructure. This is the case for Cupertino as well.

Past catastrophic natural disasters and terrorist attacks emphasized the need to focus attention on
protecting our critical infrastructures and making them more resilient.

When we think Communications, two areas are implied:

e Communications Infrastructure — This refers to the backbone of communications systems upon
which various telecommunications and broadcasting systems operate. This typically includes:
wireline, wireless, satellite, cable, and broadcasting capabilities.

e Information Infrastructure — This refers to the communications networks that interconnect
people with information. This includes the networks that enable the Internet and as well as
other key information systems.

Vulnerabilities exist and will occur in both the Communications and Information Infrastructures.
Additionally, the number of vulnerabilities will continue to increase as the businesses, government, and
personal activities move toward more networked use driven by greater mobile and wireless capabilities.

! http://www.dhs.gov/national-infrastructure-protection-plan
2 http://www.dhs.gov/critical-infrastructure-sectors
3 https://www.dhs.gov/xlibrary/assets/nipp-ssp-communications-2010.pdf
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2.2 IMPLICATIONS TO CUPERTINO
The following must be taken into account when considering this plan for Cupertino.

1. Most critical communications infrastructure components are not owned by the City. The City
approves and oversees various communications service providers that deliver services to the
City, local businesses, and residents under franchise or leasing agreements. In short, the City is
dependent on service providers and is a consumer of communications services.

2. The city does own and operate specific communications systems. These systems are mission-
specific, and are procured, installed, managed, and operated by the City. They are used in the
direct support of city government operations as part of government service delivery to residents
and businesses in Cupertino.

3. The City is required by law to manage any emergency response that occurs within its jurisdiction.
Times of emergencies are the most critical for having communications in place to help manage
the response and speed the recovery for the community.

4. As new communications technologies for service delivery emerge, City residents may expect the
City to adopt and use these technologies to provide information and assistance during times of
need.

A degradation or loss of communications capabilities within Cupertino could have several adverse
impacts, including, but not limited to:

1. Tothe City
a. Cannot transact government business in support of the community.
b. Cannot inform the community on the state of the problem, progress toward its
resolution, and actions the community should take.
2. To local businesses
a. Cannot process financial transactions from the sale of products or delivery of services.
b. Cannot perform ATM and standard bank transactions.
c. Cannot handle cash transactions if inventory control systems are unavailable.
3. Toresidents
a. Cannot initiate calls for assistance (911).
b. May lose contact with family members.

2.3 PURPOSE AND SCOPE OF THIS PLAN
This plan addresses the following:

1. Identifies the City’s communications assets and systems that are critical for the day to day
operation of the City.

2. Assesses the risks by looking at internal and external events that can reduce or disable city
communications capabilities. Lists mitigations and contingencies wherever possible.

3. Prioritizes actions that yield the largest impact in terms of mitigating or avoiding a loss of
capability.

4. Develops protective actions and strategies to address prioritized risks. Develops
recommendations for resources to execute the actions and strategies.

This plan characterizes and addresses all available means of communications that exist within the City in
1 of 2 ways:

e Service Provider Systems. Understand the extent of this infrastructure for the purpose of
context. Itis assumed that the CSSP, and not this plan, will cover the details, limitations, and

CCRR-v170207.docx Page 8 of 68
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risk response plans that commercial service providers have in place. This information is not
included here.

e (City-managed systems. Understand the extent of the communications systems under the
control of the City, their risks, mitigations, and contingencies that should be put in place.

2.4 COLLABORATION

Ensuring the completeness of the plan improves its effectiveness and chances of identifying actions that
can reduce the economic loss to the City by avoiding problems in the first place, as well as reducing the
impact in the event a problem does occur. To this end, the following organizations participated in the
review:

1. Cupertino Government
a. City Channel
b. Department of Public Works
c. Office of Emergency Services
2. Community
a. Cupertino Amateur Radio Emergency Services

2.5 RISK ASSESSMENT APPROACH
The following process will be used to perform the Risk Assessment.

Section 4 - Identify Communications Assets and Systems

1. Identify the Risk Owners.
2. Describe the Communications Assets and Systems that are used within the City.
3. Describe the categories of communications and their content.

Section 5 - Assessing Risk

4. Define Initiating Hazards and Impacting Events.

5. Identify the initiating hazards that could trigger a communications impacting event.

6. Describe the main impacting events that could cause an interruption or failure of a
communications capability. Include the history of past impacting events.

7. Assess the communications elements against the impacting events in terms of probability of
occurrence and seriousness of the impact.

Section 6 - Prioritize Actions

8. For Risks exceeding a specific tolerance, develop recommendations, actions, and strategies that
will further reduce or mitigate the risk.
9. Establish priorities based on the risk, and determine protection plans that provide the greatest

mitigation of risk.
10. Identify and recommend appropriate actions to reduce or manage the risk identified. Include
resources to address the priorities.

CCRR-v170207.docx Page 9 of 68
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3 ESTABLISH GOALS AND OBJECTIVES

3.1 GOALS AND OBJECTIVES
Within the City, the usual meaning of Communications is in the context of dealing with the public.

3.1.1 City Communications Mission*
The Cupertino Public Affairs Department states its Community Communications mission as follows:

To increase public awareness, interest, understanding, and participation in city issues,
programs, and services.

3.1.2 Community Communications Goals

1. Serve as a communications link between the city and residential, business, and other
communities in the region.

2. Ensure all audiences have easy access to information and services via media of their choice,
including print, video, internet, telephone, radio, and/or television.

3. Build community pride and positive identification with the city among our residents and
employees.

4. Increase internet and participation in city services and activities.

5. Promote city council and departmental goals, initiatives, programs, and services.

6. Keep employees and elected officials well informed to assist them in service city residents and
other audiences.

7. Assist in creating better internal and external communications.

8. Enhance our relationship with the news media to enable them to be two-way communicators
between city government and the community.

3.2 TECHNICAL GOALS AND OBJECTIVES

Unlike the above community perspective on communications, there is also a technical side that is
defined here. In the absence of any formally documented vision and objectives, the following is
proposed.

3.2.1 Vision (Proposed)

The City of Cupertino has a critical reliance on communications, and strives to ensure that city-owned
communications network and systems are secure, resilient, and rapidly restored in the event of a
disruption.

* Santa Clara County Local Hazard Mitigation Plan, Section 11, City of Cupertino Annex, 11.3.2.1 Department
Responsibilities, 2010

CCRR-v170207.docx Page 10 of 68
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3.2.2 Technical Communications Goals (Proposed)
The goals for the Cupertino Communications Risk Report are:

1. Ensure the overall reliability of the different communication systems.

2. Maintain an “always on / always ready” capability for City communications services.

3. Enhance the risk response and recovery abilities so that the impact of a communications loss or
failure is negligible.

4. Rapidly restore City-critical communication services during a disruption while mitigating
cascading effects.

5. Measure the effectiveness of the actions and strategies and make additional recommendations
to adjust the response as necessary.

CCRR-v170207.docx Page 11 of 68
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4 |DENTIFY COMMUNICATIONS ASSETS AND SYSTEMS

The following are the steps for identifying communications Assets and Systems.

1. Identify the Risk Owners.
2. Describe the Communications Assets and Systems that are available to the City.
3. Describe the categories of communications and their content.

Communications assets are marked as critical for Cupertino based on the role they play in the on-going
operation of the core City Government functions. Identifying the critical assets is therefore an
important step in the assessment process.

4.1 Risk OWNERS
This plan identifies the organizations, parties, or individuals responsible for assessing a risk. Owners fall
into 2 categories:

4.1.1 Service Providers

Service Providers are either commercial service providers that own and operate their own
telecommunications infrastructure, or businesses or governments that own or lease, and operate their
own specific communication systems for internal or public use. All providers are responsible for
managing the risks of their respective infrastructure or communications assets.

Additionally, the City of Cupertino both owns and operates specific communications systems that need
to be assessed.

4.1.2 Service Consumers
Service consumers are the customer in the Provider / Consumer relationship. The commercial service is
delivered to a customer through an infrastructure-to-customer interconnect.

Consumers are responsible for mitigating the risks for owned communications equipment where the
end user interconnect takes place.

The City of Cupertino Government and the city’s residents are consumers of communications services.

CCRR-v170207.docx Page 12 of 68
August 18, 2017



Cupertino Communications Risk Report

4.2 DESCRIPTION OF POTENTIALLY IMPACTED SYSTEMS
This section describes the various communications systems used in Cupertino that could be at risk of
some type of failure. Systems are classified into these five categories:

e Telephony
e |nternet

e Radio

e Video

e Messaging

4.2.1 Telephony
Telephony is the technology associated with the electronic transmission of voice, fax, or other
information between distant parties using systems historically associated with the telephone. The
following table describes the 5 telephone services that are offered in Cupertino.

Cupertino Office of Emergency Service

Class

Comm Service

Risk Owner

Critical Comm Elements

Telephony5

Telephone Service, Wired

AT&T

Interchange Network

International Networks

Local Exchange Network/PSTN

Centrex System

Cupertino DPW

Wireline, Local Equipment

Business Local PBX or Centrex
Wireline, Local Equipment
Resident Wireline, Local Equipment
Telephone, AT&T U-verse AT&T DSL, TV/Internet, VRAD, DSLAM
Resident Modem, DSL
Telephone, Comcast Xfinity Resident Modem, Voice
Telephone Service, Cellular AT&T Mobile Telephone Switching Office
Access Points (Base Station)
Verizon Mobile Telephone Switching Office
Access Points (Base Station)
Business Cellular, Mobile Stations, Hot Spots
Cupertino DPW Cellular, Mobile Stations, Hot Spots
Resident Cellular, Mobile Stations, Hot Spots
Telephone Service, Satellite LightSquared Satellites, Network

Satellite Network Gateways

Cupertino City Channel

Satellite, Phone

> These Telephone services represent the primary services used by the City. Other Cellular providers are not listed,
but the problems and situation that relate to AT&T and Verizon cellular will apply to them as well.

CCRR-v170207.docx
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4.2.11

Wireline Telephone Service

System Overview

1.
2.

Noukw

Telephone service was introduced in 1876, and is expected to be obsolete by 2025.

Public Switched Telephone Network (PSTN), also known as Plain Old Telephone Service (POTS),
is voice-grade telephone service using analog signal transmission over copper wire.

Copper pairs of wire run from a business or residence to a cable bundle feeding the premises.
The cable bundle runs to the local exchange either directly or through digital concentrators.
Local calls are kept on the local exchange network.

Out of area calls are switched to the Inter-Exchange Network.

The Phone Company maintains an extensive battery system with backup generators at Local

Exchange offices.
| T T T '
"

Fiber | gcal Exchange w
e IR
)

] ‘ |F|beror Cable EJ = i

Local Exchange Concentrator :;’L
) T g

To Inter-Exchange Network

Main Exchange

Cupertino Government

The City contracts with AT&T for a Centrex system located in a local AT&T facility that provides all
internal and external telephone functionality. The City uses this telephone system as the primary
system to conduct all city government operations and business.

Definition: Centrex is a voice telecommunications service that offers traditional telephone
system features and functions often found in premises-based systems such as PBX. Centrex is
ideal for multiple-location businesses wanting a single, easy-to-use service. Centrex allows the
City to add or remove lines and features with a pay-as-you-go capacity and features model.®

City telephone numbers are listed and published for internal and external use. Customer premises
equipment (CPE) is wired from each city building directly to the Centrex system, similar to residential
wiring. The City has 300 telephone numbers reserved for its use, with at least all office workers having
access to a wired telephone.

® http://www.att.com/gen/general?pid=9613
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Cupertino Residents

Cupertino Office of Emergency Service

Residents and businesses have a wider range of telephone service provider choices besides POTS. As
smartphones have become ubiquitous for most people in the U.S., wireline telephone service (POTS,

VolP) is rapidly losing relevance.

In 2015, the CDC/NHI (Center for Disease Control/National Health Institute)’ estimated that only 48% of
the U.S. population uses only a wireless phone at home. Households with only a wireline service
decreased from 88% to 8%. VolP telephone service providers (AT&T, Comcast, others) are picking up

market share from POTS service providers.

Percent National Health Interview Survey, July—-December 2015
57.7
60
Landline/VolP
50 F and cellphone 477
Children with
40 F wireless service only 42.0
30 Adults with
wireless service only
20 |
0 F Landline/VolP, 8.0
no cellphone
0 L i ' ' ' ' i 1 L ' L ' L ' 1 ' L ' L I i i ' i ' I
Jan-Jun Jul-Dec Jan-Jun Jul-Dec Jan-Jun Jul-Dec Jan-Jun Jul-Dec Jul-Dec
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Wireless Substitution: NHI Survey July-December 2015
Source: CDC/NHI

% of U.S. household with and without a working landline telephone*

@ Landline phone Cell phone only

100%

80% ———

60% e

40%

2004 2005 2006 2007 2008 2009 2010 20M 2012 2013 14

Wireline Phones are a Dying Breed
Source: CDC’s 2014 biannual National Health Interview Survey
of 20,000 U.S. households 8

7 Wireless Substitution: Early Release of Estimates, National Health Interview Survey, July—December 2015

8 http://www.statista.com/chart/2072/landline-phones-in-the-united-states/
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4.2.1.2 Cellular Telephone Service
System Overview
1. Cellular telephone service was introduced in the U.S. in 1983.
2. Acell phone service provider receives an allocation of 832 frequencies from the FCC:
a. 395 frequency pairs for full duplex voice channels
b. 42 for control.

3. Each cell is typically sized at about 10 square miles depending on terrain and surrounding
structures.

4. For 2G (TDMA), there are 168 channels per cell.

5. Cell phones and base stations use low-power transmitters, thereby allowing the same
frequencies to be reused in nonadjacent cells.

6. Most cell sites are powered by commercial power, or use generators at remote locations.

To Inter-Exchange Network

f— n D Y
| FIber ) seal Exchange ¢

Main Exchange

[tulr:n) ({nlrn})
Mobile Telephone N _
switching Office — &

\m! M) —=—

Cupertino Government

The City provides cell phones to about 41 employees and mobile hot-spots to specific users under a
Verizon service contract. City-owned cell phones and hot-spots are used for the execution of
government operations and activities.

Personal Cell Phones may also be used for City business but at the discretion of the cell phone owner
and with agreement for expense reimbursement from the employee’s supervisor. Personal cell phones
may be operated with any carrier with whom the employee chooses to purchase service.

There is no directory of City cell phone numbers.

Cupertino Residents
See comments on growth in the above section titled Wireline Telephone Service.

CCRR-v170207.docx Page 16 of 68
August 18, 2017



Cupertino Communications Risk Report Cupertino Office of Emergency Service

4.2.1.3 Digital Telephone Service
The following focuses on the IP telephone portion of the Comcast and AT&T service offerings.

Comcast Xfinity Critical Telephone Components
See the Internet Section for a description of the Comcast / Xfinity system.

1. Central Office / Headend maintain backup generators and batteries.
2. For home installations, standard phone plugs into a voice phone modem. This modem requires
a backup battery to ensure 911 access in the event of a local power outage.

TV Channels

Headend |-
CATV \__‘2:

/ Internet User

—-J_) coax Distribution| yrynk with

splitter  Point | Anypiifiers

|
@ ™ To other

neighbourhoods

ISP

CMTS

T outer

Intemet

AT&T U-verse Critical Telephone Components
See the Internet Section for a description of the AT&T U-verse system.

1. The Central Office maintains backup generators and batteries.

2. VRAD Neighborhood boxes include NiMH® backup batteries that will continue to operate for
about 2 to 4 days during a power failure.

3. For home or business installations, the Wi-Fi Resident Gateway with voice services requires a
backup battery to ensure 911 access in the event of a power outage.

Copper cable

Cupertino Residents
See comments on growth in the above section titled Wireline Telephone Service.

° Nickel Metal Hydride, a type of rechargeable battery.
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4.2.1.4 Satellite Telephone Service
e Definition: The MSAT-G2 Satellite two-way radio system by LightSquared allows police,
firefighters, first-responders, work crews, and others to stay in touch virtually anywhere. The
service covers North and Central America, northern South America, the Caribbean, Hawaii, and
coastal waters. The product is available in Mobile (vehicular) and Marine (vessel) versions as
well as in-building / fixed installations.

Cupertino Government
The City is under contract with LightSquared for one fixed installation satellite phone for use in an
emergency.

4.2.2 Internet
Internet delivery is covered by the following 4 service providers, not all are pervasive throughout
Cupertino.

Class Comm Service Risk Owner Critical Comm Elements

Internet AT&T Digital Network AT&T Network (Backbone)

IP Serving Offices

IP Video Hub Offices

DSL, TV/Internet, VRAD, DSLAM

Business Modem, DSL
VolP PBX
Cupertino City Channel Modem, DSL
Resident Modem, DSL
Comcast Digital Network Comcast Cable, Network (Backbone)
Cable, Central Office / Head End
Business Modem, Cable
VolP PBX
Cupertino City Channel Modem, Cable
Resident Modem, Cable
Exede Satellite Network Exede Satellite, ViaSat-1
Satellite Network Gateways
Cupertino City Channel Modem, Antenna
Infralink / SCEWN Network | Infralink Wireless Network (Backbone)
Cupertino City Channel Infralink Access Point
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42.2.1 AT&T U-verse

System Overview

U-verse is the AT&T brand of triple-play telecommunications services offered in 22 states; it includes
broadband Internet, IP telephone, and IPTV services.

1. AT&T commercially launched the service in 2006.
2. AT&T delivers combinations of Internet, TV, and VolP phone service.
3. The service uses the existing telephone network.
4. The implementation is either:
a. Fiber-to-the-Premise: a fiber optic cable runs to the home or business.
b. Fiber-to-the-Node; fiber optic cable runs to a VRAD, and then twisted pair wire to the home.
5. Equipment
a. VRAD: Video Ready Access Device; combines voice and data (DSLAM) with the TV stream to
the home; uses the existing copper wiring to customers’ homes.
b. DSLAM: Digital Subscriber Line Access Multiplexer; combines end user’s voice and data
traffic into one signal; installed in either the Central Office or a local VRAD.
c. CPE: Customer Premises Equipment, equipment to handle Internet, IPTV, and VolP Phone.

To Inter-Exchange Network

Central Office

VRAD Fiber to the Node;
Twisted Pair to the House

Cupertino Government

The City uses AT&T Broadband for its general office internet access. The full bandwidth is available to
City Hall, Community Center, Senior Center, Quinlan Center, and the TOC by the fiber interconnect
originating from City Hall. Blackberry Farm, McClellan Ranch, and the Service Center have their own
independent internet connections at a significantly lower bandwidth. There is a proposal to add the
Service Center to the fiber network within the next two to three years. This will require trenching and
laying conduit approximately 3,750 feet along Mary Ave.

Cupertino Residents
Unknown market share in Cupertino
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4.2.2.2 Comcast Xfinity

System Overview

Xfinity is Comcast’s trademark for triple-play services in Comcast's largest markets; it includes digital
cable TV, cable Internet access, and cable telephone services and radio.

1. Cable TV was introduced in the U.S. in 1963.
2. Comcast broadband was launched in 1996.
3. Comcast delivers combinations of Internet, TV and VolP phone service.
4. Broadband cable is one of the most common forms of residential Internet access in the U.S.
5. The service uses the existing cable TV system for its service delivery.
6. Equipment
a. Headend: the master facility for receiving television signals for processing and distribution

®oo T

Comcast Regional Area Network,
Inter-exchange Network

over a cable television system.

Distribution Amplifiers: ensures a sufficient signal level further down the distribution path.
Network Termination Point: outside the customer’s home, connects to the cable network.
Coax Splitter: splits the signal for TV, Internet, and the Phone.

Customer Premises Equipment: TV Set-top Box, Internet Modem, Voice Modem

Distribution
Amplifiersj

e

Headend

Distribution
Amplifiers

Cupertino Government

The City uses Comcast Broadband for its Wi-Fi access. The Comcast cable modem for City Hall is in the
video control room. Other City facilities have individual cable modems that are usually located in that
facilities’” MPOE/electrical rooms.

Cupertino Residents
Unknown market share in Cupertino
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4.2.2.3 Excede Satellite Internet

System Overview

Exede is a satellite internet service available in all 50 states and covers 98% of the U.S. population.
Similar to U-verse and Xfinity, Excede bundles TV and IP Telephone service.

1. 1999, the idea for Satellite Internet is conceived.
2. 2004, WildBlue’'s first satellite is launched. The next year, the company began delivering internet
services to people in the rural U.S. who had no access to faster forms of internet connectivity.
3. January 2008, ViaSat Corporation begins build of the world’s highest capacity communications
satellite.
December 2009, ViaSat acquired WildBlue, its customers, satellites and operational expertise.
October 2011, ViaSat successfully launched ViaSat-1.
Plans are in place for ViaSat-2 to be launched in 2016.
Equipment
a. Ground Station: Located in Riverside, CA.
b. Satellite: ViaSAT-1, in a geosynchronous orbit at about 22,500 miles above the Earth.
c. Antenna: The residential satellite antenna, also known as a dish, is about the same size
as a residential satellite TV antenna.
d. Modem: About the size of a large book, it is placed on your desk or next to the router.

Nous

Cupertino Government
The City has a service contract with Excede for internet service. This service is primarily used as a
backup to the AT&T and Comcast internet services.

Cupertino Residents
Unknown market share in Cupertino

4.2.2.4 |Infralink Internet

System Overview

Infralink provides an internet communications service for institutions that must continue to operate
when problems strike. The Infralink system is a managed, comprehensive, and private wireless
communications network that is independent of public communications and power infrastructure.

Cupertino Government

The City has an agreement with Infralink for internet service (currently free) at City Hall. This service is
primarily used as another backup to the AT&T and Comcast internet services. Infralink-provided
equipment includes an antenna, POE module, hub, and one VolP phone.

Cupertino Residents
This service is not available to the general public.
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4.2.3 Radio
Radio services break down into 2 primary classifications: Broadcast and two-way.

Class Comm Service Risk Owner Critical Comm Elements
Radio Radio, Broadcast Commercial Stations Commercial Broadcast
Cupertino City Channel | AM/FM/Sat Radio Reception,
Commercial
TIS Broadcast
Resident AM Radio Reception, TIS
AM/FM/Sat Radio Reception,
Commercial
Radio Comms, Two-way | Cupertino DPW Comms, Part 90, Repeater, Trunk Radio
Comms, Part 90, Simplex, Trunk Radio
Comms, Part 90, Simplex
Cupertino ARES Commes, Part 97, Repeater
Comms, Part 97, Simplex

4.2.3.1 Broadcast Radio, Commercial

System Overview

The Bay Area (as of October 2015) has 41 AM and 71 FM stations on the air. Many of the larger
corporate stations have backup generator power and other assets to ensure they remain on the air.

There are some stations that operate as either a PEP or EAS station.

e Definition: Primary Entry Point (PEP) stations are private or commercial radio broadcast
stations that cooperatively participate with FEMA to provide emergency alert and warning
information to the public before, during, and after incidents and disasters. The FEMA PEP
stations also serve as the primary source of initial broadcast for a Presidential Emergency Alert
Notification (EAN). PEP stations are hardened facilities, and equipped with back-up
communications equipment and power generators designed to ensure they continue
broadcasting information to the public during and after an event.™

The following radio station is the Bay Area PEP station for the Emergency Alert System.™

Station/Facility Description

PEP KCBS 740

e Definition: The Emergency Alert System (EAS) is a national warning system in the United States
established in 1997 by the Federal Communications Commission (FCC) that replaced the
Emergency Broadcast System (EBS). The system is designed to enable the President of the
United States to speak to the country within 10 minutes. In addition, EAS is also used to alert
the public of local weather emergencies such as tornadoes, flash floods, or other hazards.

e Definition: CLERS: California Law Enforcement Radio System, the law enforcement community’s
mutual aid coordination radio network.

19 http://www.fema.gov/primary-entry-point-stations
1 http://allhazards.blogspot.com/2013/02/find-your-nearest-pep-radio-station.html
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The following stations are listed in the “EMERGENCY ALERT SYSTEM (EAS) - FCC LOCAL AREA PLAN San

Francisco Bay Area Counties, California”.*

Station/Facility Monitors

LP1 KCBS 740 KQED 88.5, KSJO-FM 92.3, NWS 162.400mhz, CLERS 453.875mhz and
Sacramento-Sierra Local Area; 1 of the following: KFBK 1530, KSTE 650,
KGBY(FM) 92.5, KEDR(FM) 88.1, KSTN(FM) 107.3, or KSTN 1420.

LP1S KSOL 98.9 KQED 88.5, KSJO-FM 92.3, NWS 162.400mhz, CLERS 453.875mhz and
Sacramento-Sierra Local Area; 1 of the following: KFBK 1530, KSTE 650,
KGBY(FM) 92.5, KEDR(FM) 88.1, KSTN(FM) 107.3, or KSTN 1420. (KSOL has
agreed to translate all EAS messages into Spanish.)

LP2 KQED 88.5 KCBS 740, KSJO(FM) 92.3, NWS 162.400mhz, CLERS 154.710mhz and
Sacramento-Sierra Local Area; 1 of the following: KFBK 1530, KSTE 650,
KGBY(FM) 92.5, KEDR(FM) 88.1, KSTN(FM) 107.3, or KSTN 1420.

LP2 KSJO(FM) 92.3 KCBS 740, KQED 88.5, NWS 162.400mhz CLERS 154.710mhz and
(recommended) the Monterey Bay Counties LP1, LP2.

LP2 KZST(FM) 100.1 KCBS, KQED, NWS, CLERS Sonoma County

All other LP and Cable | KCBS 740, KQED 88.5 (required)
TV firms NWS 162.400mhz, CLERS 154.710mhz (recommended)

Over-air reception is from any commercially available AM or FM radio. No special equipment is required.

4.2.3.2 Broadcast Radio, TIS

e Definition: Governmental entities, park districts and other authorities may be eligible to
operate a Travelers' Information Station (TIS, also called Highway Advisory Radio) for the
purpose of disseminating information by broadcast radio to travelers. A license is required
before construction and operation of a Travelers' Information Station. These stations are
limited to a 10 watt transmitter output power, an antenna height no greater than 15 meters
(49.2 feet), and a coverage radius of 3 km (~2 miles). These stations may not transmit
commercial information.

Cupertino Government
The City of Cupertino owns and operates a TIS station licensed as WQGH344, broadcasting on 1670 AM
from City Hall with information about and for the residents of Cupertino.

1. Equipment

a. TR6000 transmitter (30 watts max.)

b. Whip style antenna (omni-directional)

c. Backup Power: city hall generator, UPS system, and cabinet/rack battery system. The
battery system provides approx. 4 days of backup power, in case the city hall generator
fails.

NOTE: Due to battery age, a battery replacement is planned to be completed by the
end of 2015.

Cupertino Residents
Over-air reception is from any commercially available AM radio. No special equipment is required.

2 http://www.well.com/user/dmsml/eas/sf bay plan 2004.pdf
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4.2.3.3 Two-way Radio, Cupertino Department of Public Works

System Overview

Part 90 Private Land Mobile Radio Systems are used by companies, local governments, and other
organizations to meet a wide range of communication requirements, including coordination of people
and materials, important safety and security needs, and quick response in times of emergency. The
services included in Private Land Mobile are Public Safety, Industrial/Business, Private Land Mobile
Paging, and Radiolocation.

e Definition: A trunked radio system is a complex type of computer-controlled two-way radio
system that allows sharing of relatively few radio frequency channels among a large group of
users. Instead of assigning a radio channel to one particular organization at a time, users are
assigned to a logical grouping called a "talkgroup". When any user in that group wishes to
converse with another user in the talkgroup, a vacant radio channel is found automatically by
the system, assigned to the talkgroup, and the conversation takes place on that channel. Many
unrelated conversations can occur on a channel, making use of the otherwise idle time between
conversations. A control channel coordinates all the activity of the radios in the system.

Cupertino Government
The City operates a trunk radio system and is licensed under Part 90 with the call sign WQNG356.

1. Equipment
a. Repeater: located on Cupertino City Center roof
b. Base Stations: qty 2; located at City Hall and the Service Center
c. Mobile Stations: qty 90. Includes HandiTalkies and mobile radios
d. Four UHF frequencies are licensed for use.

4.2.3.4 Two-way Radio, Cupertino Amateur Radio Emergency Service

System Overview

Part 97 Amateur Radio (ham radio) is a popular hobby and service that brings people, electronics and
communication together. Amateur Radio operators are licensed by the FCC to operate on a variety of
bands depending on their class of license. Public service and emergency communications are a
significant part of this service.

Cupertino Government
The City has made investments in amateur radio equipment to support the mission of CARES.

Cupertino Residents

The Cupertino Amateur Radio Emergency Service (CARES) is made up of trained amateur radio operator
volunteers organized to assist in public service and emergency communications. They bring their own
equipment and expertise and respond as volunteers when asked to do so.

1. Equipment
a. Voice radio: Transceivers (transmitters/receivers), allows an operator to send and
receive voice messages.
Voice Repeater: CARES operates a high level repeater under the license W6TDM.
CARES operates on the 2 m and 70 cm band on frequencies that are either coordinated
of agreed to.
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424 Messaging

Class Comm Service Risk Owner Critical Comm Elements
Messaging | Digital Messaging Cupertino City Channel | Fiber interconnect network
Cupertino IT City Intranet equipment

Enterprise Exchange Servers

Virtual Desktop Interface

SCC RACES AX25 Packet Network

Cupertino ARES AX25 Packet Access

4.2.4.1 City Fiber Optic Network

System Overview

The City owns and uses a fiber optic network to support its traffic control systems as managed by the
City’s Traffic Division. The system has been expanded to include high-speed/high bandwidth drops to
several City sites including: City Hall, Senior Center, Sports Center, Community Hall, and Quinlan Center.
The connection to the Service Center is pending.

4.2.4.2 Amateur Radio Packet

System Overview

Packet radio is a digital mode of Amateur Radio communications that corresponds to computer
telecommunications.” A computer interfaces with a radio modem (terminal node controller, TNC) that
connects to a radio. Packet radio takes any data stream sent from a computer and sends it by radio to
another amateur radio station similarly equipped.

Santa Clara County RACES has adopted an application called Outpost Packet Message Manager that
looks and behaves like an email client. County RACES also uses JNOS as its Bulletin Board System (BBS,
essentially a mail drop). Other tools and procedures have been developed to enhance the message
passing process resulting in a smooth integration of digital messaging into the emergency response.
Measured digital message throughput is about 20 times faster than passing messages by voice.

Cupertino Residents
Both CARES members and the City have purchased personal equipment to operate packet radio.

1. Equipment
a. Personal Bulletin Board System (PBBS). Back up to the Santa Clara County RACES
networked BBS system.
b. Packet Radio. Supports email-like digital message handling, ideal for lists, instructions,
or any complex listing where you can’t afford to get the message wrong.

13 https://www.tapr.org/pr intro.html
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425 Video
Class Comm Service Risk Owner Critical Comm Elements
Video Television, Broadcast Commercial Stations Commercial Broadcast
Cupertino City Channel | Public Broadcast, City
TV, Reception
PBS Stations Public Broadcast
Resident Cable, Reception
DSL, Reception
TV, Reception
Television, Satellite Dish Network Satellite, Uplink Stations
DirectTV Satellite, Uplink Stations
Cupertino City Channel | Satellite, DirectTV, Reception
Satellite, Dish Network, Reception
Resident Satellite, DirectTV, Reception
Satellite, Dish Network, Reception
Video, Distribution Cupertino City Channel | Conf Room Distribution equipment
Digital Signage
4.2.5.1 City Channel

System Overview

The City originates video content from City Hall for distribution to the community.

1. For U-verse, the video content is streamed over two dedicated T1 lines from the City’s video
control room to AT&T using leased encoding equipment supplied by AT&T.

2. For Comcast, the video content is streamed over a fiber connection running from the City’s
video control room to the Comcast Imperial Avenue hub that is then forwarded to the Santa
Clara master headend where it is inserted into main channel stream.

The City receives television content from Comcast using a cable modem located in the City Hall video
control room. Other City facilities also have individual cable modems that are usually located in those

facilities’ MPOE/electrical rooms.

4.3 MAPPING COMMUNICATIONS CATEGORIES TO ASSETS & SYSTEMS

4.3.1 Communications Categories

Communications Categories describe the methods by which information is fundamentally shared. For
this risk assessment, communications technologies are mapped into categories thereby allowing us to
evaluate the available communications technologies used in the City that support a category,

independent of the underlying technology.

Communications can be grouped into the following categories:™*

1. Verbal / Two-way: Verbal or oral communication that uses spoken words in an exchange

between two or more parties for the purpose of sharing information. For this assessment, only

14 https://www.google.com/search?g=types+of+communication&ie=&oe=#qg=types+of+communications
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telephone and two-way radio services will be evaluated.

Verbal / One-way: Verbal or oral communication that uses spoken words in a one-way or
broadcast fashion to communicate a message. For this assessment, only the broadcast radio
and City Channel communications services will be evaluated.

Non-Verbal: Non-verbal communication includes body language, gestures, facial expressions,
and even posture. 55% of in-person communication comes from nonverbal cues like facial
expressions, body stance, and tone of voice. Non-verbal communication is not in scope for this
evaluation.

Written: Written communication is used to communicate complicated information (such as
statistics, directions, instructions, or other tabular data) that could not be easily communicated
through speech alone. Written communication allows information to be recorded so that it can
be referred to at a later date. Examples of written communications include memos, proposals,
e-mails, letters, spreadsheets, training manuals, and operating policies. For this assessment,
only the Internet and messaging communications services will be evaluated.

The approach to evaluating operational risks will start with communication categories that include a
variety of communication services.

Communication Types

Communication Services

Verbal / Two-way

Telephone Service, Wired

Telephone Service, Cellular

Telephone, AT&T U-Verse

Telephone, Comcast Xfinity

Telephone Service, Satellite

Radio, Two-way

Verbal / One-way

Radio, Broadcast, Commercial

Radio, Broadcast, TIS

Television, Broadcast, Commercial

Television, Broadcast, City

Television, Satellite

Written

Internet

Messaging
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5 ASSESSING RISK

The following process will be used to perform the Risk Assessment.

1. Differentiate between Initiating Hazards and Impacting Events.

2. Identify the initiating hazards that could trigger a communications impacting event.

3. Describe the 3 main impacting events that could cause an interruption or failure of a
communications capability.

4. Assess the Communications elements against the impacting events in terms of probability of
occurrence and seriousness of the impact.

5. For Risks exceeding a specific tolerance, develop recommendations, actions, and strategies that
will reduce or mitigate the risk.

5.1 INITIATING HAZARDS

Hazards (or disasters) are combinations of events and circumstances that have an adverse impact on an
organization or community. Natural hazards are typically considered "Acts of God" in which there is no
one to blame. In contrast, man-made hazards are those in which one or more individuals may be held
accountable for contributing to the cause of the disaster. These hazards could be by accident, neglect,
or deliberate intent.”

Hazards are things to be avoided. When this is not possible, preparations should be made to deal with a
hazard prior to (mitigations) as well as after it occurs (contingencies).

The City has listed the following as hazards of concern:*®

=

Civil Disturbance

Dam Failure

Earthquake

Power system disruption(Power Failure)
Water system disruption (no potable water)
Floods

Hazardous Materials

Landslides

. Transportation Accidents

10. Terrorism/Weapons of Mass Destruction
11. Wildland/Urban Interface Fires

©ENOU AW

5.2 |IMPACTING EVENTS

When an initiating hazard causes a loss of communications, that loss can be traced back to a limited
number of root causes. Regardless of the initiating hazard, and for the purpose of this analysis, the root
cause contributing to a loss of communications is characterized as one of the following three impacting
events:

> |IT Risk Assessment Template
16 Cupertino Emergency Operations Plan, 2005
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1. Loss of connectivity
2. Power Failures
3. System capacity overloading

5.2.1 Loss of Connectivity

Connectivity is linking people, equipment, or automated systems together for the purpose of exchanging
information. From a communications perspective, connectivity is characterized by the medium on
which the information is carried, and will be described here as either wired (using any kind of cable) or
wireless (using any kind of radio). Depending on where the connectivity loss occurs will dictate the
extent of the loss of communications.

Fiber Optic cable cuts

Over the past few years, Fiber Optic cable cuts have constituted the most common type of connectivity
loss. Communications companies have been deploying more than 10 million miles of fiber annually in
the U.S,, increasing the risk of damage from backhoes, trench-diggers and shovels. Additionally, as far
back as 1995, the U.S. Commerce Department's National Institute of Standards and Technology warned
that the "power of optical fiber technology is diminishing the number of geographic transmission
routes," thereby concentrating the flow of information into fewer paths and "resulting in an increase in
network vulnerability.""

Regardless of the cause, the end result is a loss of communications between those served by the
impacted service. More importantly, it usually results in the loss of 911 or €911 calling capability.

e Definition: Enhanced 911, E-911 or E911 is a system used in North America that links
emergency callers with the appropriate public resources. The system tries to automatically
associate a location with the origin of the call for both wireline and wireless callers. This
location may be a physical address or other geographic reference information such as X/Y map
coordinates. Anincoming 911 call is typically answered at the Public Safety Answering Point
(PSAP) operated by the governmental agency that has jurisdiction over the caller's location.*®

As reported by CNN, fiber optic internet cables in the San Francisco Bay area have been cut so often
over the last few years that the FBI has joined the investigation.” Security experts speculate that the
attacks could be the work of a disgruntled employee or of terrorists probing the nation's infrastructure
to see how long repairs take.

Natural Disasters
Natural disasters have a broader impact on the population, usually with an extended duration of
communications outage. Several earthquakes and hurricanes are listed here.

The following tables are a compilation of cable cuts from public media sites and government reports.
While this list is neither comprehensive nor complete, it intends to give the reader a sense of the
pervasiveness of this particular risk and the history behind this Impacting Event.

1 Growing Vulnerability of the Public Switched Networks: Implications for National Security Emergency
Preparedness, Committee on Review of Switching, Synchronization, and Network Control in National Security
Telecommunications, 1989

8 https://en.wikipedia.org/wiki/Enhanced 9-1-1

¥ http://www.cnn.com/2015/07/01/tech/california-fiber-optic-cable-cuts/
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Cupertino Communications Risk Report Cupertino Office of Emergency Service

5.2.2 Power Failures
All communications systems require electrical power to operate. Power is supplied from commercial
mains, backup generators, and Uninterruptible Power Supplies (UPS) to name a few.

A power outage — also referred to as a power cut, power failure or a blackout — is a short- or long-term
loss of the electric power to an area.

Power failures are particularly critical at sites where the environment and public safety are at risk.
Institutions such as hospitals, sewage treatment plants, PSAPs, and EOCs (to name a few) will usually
have backup power sources that will automatically engage when primary electrical power is lost. Other
critical systems, such as telecommunication systems, also may have emergency power sources.

Natural Causes

The primary initiating event for power failures is usually some type of natural disaster. In the Bay Area,
while the earthquake is the event for which most jurisdictions are preparing, our area has had its share
of blackouts for a variety of reasons, including storms. When this happens, electrical system faults could
occur as damage to power stations, electric transmission lines, substations or other parts of the
distribution system, a short circuit, or the overloading of electricity mains.

Deliberate Attacks

A more disturbing initiating event is the attack on the power infrastructure as was the case in San Jose
CA in 2013. Additionally, USA Today reported®® that about once every four days, part of the nation's
power grid is struck by a cyber or physical attack. As a result, the Department of Energy has directed
new rules be written and implemented to protect power system assets.

1. From 2011 to 2014, the U.S. Department of Energy received 362 reports from electric utilities of
physical or cyber-attacks that interrupted power services.

2. The Department of Homeland Security was alerted to 151 energy-related “cyber incidents” in
2013, up from 31in 2011 and 111 in 2012.

The concern: If it were widely replicated across the country, an attack could take down the U.S. electric
grid and black out much of the country. Loss of communications would follow.

The following tables are a sample of the power failure events. This listing does not include every power
outage in the U.S. and does not include details on the hundreds of cyber-attacks that have been
reported to the government.

20 http://www.usatoday.com/story/news/2015/03/24/power-grid-physical-and-cyber-attacks-concern-security-
experts/24892471/

CCRR-v170207.docx Page 33 of 68
August 18, 2017


http://www.usatoday.com/story/news/2015/03/24/power-grid-physical-and-cyber-attacks-concern-security-experts/24892471/
http://www.usatoday.com/story/news/2015/03/24/power-grid-physical-and-cyber-attacks-concern-security-experts/24892471/

LT0T ‘3T 3sndny
89 JO p€ a8ed X20p"£0Z0LTA-YYDD

09¢ | £/UonRdWNSaI-SSaUISN-puUe-sabus|[ey>-abeno-1smod-axenbyHes-s|puey-moy/3sod/60[q/610 UoIepUNOISqUEBLDSN MMM//-dRY

Aepung a1e| paiiels 1ey) a8e1no ue Aq paidajje odsppuel
ssald | 000‘SE Jnoy T | Ues ul s1I2Wo03snd 000‘0E UeYl 240w 03 JoMod palo1sal SMaJd 3:30d odsjpuelq ues | STOZ/€T/v

"jul0d aUO 1e 3502 01 UOIIE]S 1Yy'g Ad|a)dag umolumoq
31 pasned pue eaJe ay} paldayie ageino Jamod aAissew
ssald | 0008E sinoy e se Aeg 1se3 ay3 U] uoouJaye Aepsan] sJep Juam spysi| oijed| Aspliag | sT0Z/02/1

1 Uonel0Isal Jamod Joj saunpadoud pue uejd Aynuizuod

SSauIsSNg e pey 214309|3 13 SED 0891Q UBS "SS9UDJBME |BUOIIENYIS
pue 3ujuue|d suoijesado ul swajgo.d pajiodals uolediisanul
|[eJ9pa} V¥ "uoi8aJ Y3 ssoJoe 3094k o|ddis [eljueisgns e yim uado
03 YoHMS ANOOY UOI1eISqNS-191Ul Ue PasNed JOJJ3 UBWNH ‘S9inulw
TT J0 ueds e ul splu3 Jamod d1esedas G U0 PAJINII0 1Y) SIUBAD
10UNISIP €7 4O 3NSaJ 9y} sem 38eino ayl "0dIX3A uJaisamyliou
pue ‘eluJoji|ed uJayinos ‘euoziy ul Sal3l|1an 2141933 XIS JO

1oday | 000°000°L sinoy g1 SJ3W01SNJ Uol[jiw / 1noge yonJis aSeino Jamod 3samyinos di1oed 1S9MyInos olyded | 1102/8/6

‘|]any JO 1IN0 UeJ S101esauad

USYM $31IS |[92 JO SSO| 13UIUI JO SSO| ‘|0JU0D DljjeU) pue
uollepiodsueuy JO SSO| ‘SIaALI 03Ul 984eYasip 28emas ‘(panssi sad1j0u
J91em |10q) Ajddns Jaiem Jo sso| :3oedw| “aull-}40 1y3nouq pue
pa10ajie Aja1ewiyn aiam syueld Joamod 9Gz “OIYQ Ul Pa1LIO| WOO.
|0J43U0D e 1e WalsAs wueje ayl ul Sng suemos e sem asned ay|
‘olIeluUQ JO 9JulA0Ld uelpeUR) BY) PUE ‘S91R1S PALIUN UJDISOMPIIN
pue uJa1seayoN a3yl Jo sued 1noy3nouayl pa44nddo ey epeue) pue

DIIM | 000°000°GS shep z-T 98e1no Joamod pealsdsapim e sem €00 JO 1hodde|q 3SeaYlIoN 3YyL 'S"N uJa1seaylIoON | €00¢/vT/8

‘OlJBIUQ ‘UOISUIBNY Ul SBUI| UOISSIWISUERI] Y}

10 3uo uo AejaJ aA1399104d B 135 Aj1094400Ul [dUUOSIad SdUBUSIUIEW
uaym aJoyaq sAep pauaddey ey} Jo1Jd UBLINY SEM 3SNED

9y °|lej OS|e 0} SaUl| PapPeO| AJIABSY JBU3O0 |BIDASS PASNED YdIYm
‘epeue) ‘olJeIUQ JE3U BUI| UOISSIWSUEIY 3|OAO|I-0ET € 40 Suiddisy
9y} Aq pasned sem 3noxjoe|q Byl 'SDIBIS PIHUN dY} Ul SI1EIS

g pue epeue) ul oleuQ Jo syed 3unoayje ANo3dd|e Jo Aiddns epeue) pue
ssald | 000°000°0€ sinoy €T | 3y3 ul uondnusip Juedlyiusis e sem S96T JO IN0YIe|q ISEYILION YL ‘S’N uJdIseaymoN | S96T/6/TT |E3U3PIODY
924nos | edw)iasn A1anoday 1oday / uondudsaqg uoned’ol aieq adA)

SJU3A3 dJnjieq Jamod jo 3jdwes

2210435 Aduabiawg fo ao1ffo ourriadn) 140day ysiy suonpIUNWWO) oulldadn)



http://www.uschamberfoundation.org/blog/post/how-handle-earthquake-power-outage-challenges-and-business-resumption/31260

89 J0 ¢ a8ed

XJ0p°Z0C0LTA-d4d2D

LT0T ‘3T 3sndny

/pl8-1amod-saulelyn-3}oey-pajuspadaldun-suiuund-apIsul/c0/9TOZ/WOod palim MMM//:sd11y ez

T0-950-9T-H-1931V-41/5H3[e/A03 H33-SN"H3o-S1//S0nY ,

ez 7z |EWIOU 0] UINJSJ 0] SJ9IUSD [0JIUOI JOJ SyIUOW
9J0W |BJIASS 3001 H ‘AppdInb AjaAile|as paJtolsal sem samod 3[IYm
‘9]qeJadoul swalsAs 3uluapuad ‘piodad 300q J93sew

9Y3 53dnJJ0d pue swa3sAs 1934e1 UO s3I} PA1IDIIS SISEID dJem|ew
sIA|l 8YL joe1re-49qAd ayi Jo UOISN2UOD 3y} 1B dJem|ew XsId||IN
9y3 Sunnnoaxa Aq swaisAs sawos padim sioloe ay3 ‘Ajjeuoippy
"SS900E 910WaJ 91e}|10.) 0]

yoe1ie-13gAd ay3 03 Jold s|ejpuapasd a3ewil8a| palinboe sioloe ay3
1By} 9A3119q saluedwod 3y SuoI}3UU0I (NdA) J4oMiau areald
|ENMIA BIA 91BMIJOS JUDI|I (SD]) WIISAS [041U0D |BIIISNPU] DI0WDI

JO |93 w3sAs Suipesado ay) 3e 5|003 UOIIBJIISIUIWPE D10WDI
8unsixa Jayye 3uisn sjenpialpul [eudaixa ajdijnw Ag padnpuod
SEM SJ9)e31q HNJJID [euoidaJ O uoilesado 910wl SNOPIeA

"J9Y310 Y2ea Jo sainuiw Q€

uiyim Auedwod yoea 1e ul1andd0 syoepe-i1agAd ayy yim ‘syJomiau
WIIDIA 9Y3 JO 9JUBSSIBUUOIDI SAISUDIXD SUIMO[|0) PA1BUIPI00d pue

ssald paziuoJyduAs sem yoenre-1aqAd ayl ‘saluedwod uoirnguisip Jemod
‘SHA | 000°sze sinoy 9 314309|9 |euoi3aJ 934y1 1e sadeino Jamod pasned ¥anny 43qA) aulen|n | sT0Z/€C/TT
"3ul| uo Xdeq uoneIsqns ayl Sulig pue sijedas ayew
03 sAep £ »003 UOI3eJ01SaJ DIIAIDS “SUOIIRISONS J3Y30 y3noayl
eaJly Aeg ay3 03 Jamod painoJal 3:I3Dd "INO PIYO0UY dJaM BaIY
Aeg ay1 01 Jamod Jani[ep 1.yl SstawJojsuedy jJueld (£ T) u9aluanas
‘uoijels Jamod ay1 1e 3uiooys sarnuiw Qg 1uads uayl pue ‘sajged
SSald | umouyun sAep £z | auoyda|al 1nd si0jeJ1adiad "uOIIBISONS INO PIAYIOUY ¥INNY Jadius VD ‘@sorues | €10¢/9T/¥ | [euonusiu|
924nos | edwy| 1asn A1anoday 1oday / uondudsaqg uoies’oq aieq adA)
*9AIAINS 10U PIP [94INDS 3y "djJep Y3l ul sJ1dw03Isnd igod Aeg
ssald | 000'St sinoy z | 31se3 000Gy ueyl aJow 13| ey} 933N0 dAISSEW B pasned [aulinbs y Asplaag | sT0Z/8/9
"'spooyJoqysdiau yoeag yuoN
pue JJeypn s ,UewIaYSI{ S,00S10UBl{ UBS ul Jamod 3uiso| sassauisng |EIUPIIDY
ssald | 009/ sinoy §°¢ pue S1uUapISaJ JO SPUBSNOY] JO} Swe|q 0} SeM uoojjeq wniay vy odslpuel4 ues | ST0Z/ST/S
924nos | edwy)iasn A1anoday 1oday / uondudsaqg uones’ol aieq adA)

2210435 Aduabiawg fo ao1ffo ourriadn)

110d3ay ¥s1y SUOIIDIIUNWIWOD) OulII3dN)



https://ics-cert.us-cert.gov/alerts/IR-ALERT-H-16-056-01
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/

LT0T ‘3T 3sndny
89 J0 9¢ a8ed X20p"£0Z0LTA-YYDD

/2Jejjuoisuliied AewgQ/g00¢/eseu-1e-adualds/SMau-adualds/A0S eSeuadualds//:dny vz

'$93e3s J|n3d ay3 ssodoe samod 1noyum ajdoad uol|jiw 6°€ Sulnes)
‘saul| Jomod pue $94) PaUMOP SPUIM PUE SuleJ JO UOoIleulquo)
"9WI} SWES 93 18 UOISSILLIWOI JO 1IN0 1nd aJ9Mm uoi3aJ 3y}

Ul SJ0129S 9JN1INJISeJSUl |BDIID BY] JO || Aj|leniIp "S91e1S palun
DIIM | 000°006°E S399M | 9Yl 1Y 01 J9AD SDUBDIIINY 1S3I|PEIP AU JO SUO ‘DULIIDY SUDIILINY 15B0D BUEISINOT 500z-das

“99Mm T Joj Jamod InoyHM sIuapIsal

000‘00€ Y3M ‘000°00%‘T Inoge sem 1oedwi |e10} ‘i Ssodoe
paliodau asam sadeino samod anisseln ‘ssajpwoy Ajluesodwal
apew a1am 3jdoad 000‘sZT Inoqy "d8ewep JuedU3IS PaIdYNS
3upjaed yooj4 punoud ,A101s HOsS, yIm saxa|dwod Juswiiede
Auey ‘paAosissp Jo paSewep a4am sawoy 3jiqow OO’ pue
SHUN |BI2JSWIWOD pUE |BIIUSPISDI 000‘ZS "W B TE:Y 1t eluloyled
ssald | 000°00€ Noam T uJayinos xanJis axyenbylies w9 “ayenbyyie3 aspuynoN VD ulayinos | v¥66T/LT/T

‘shep €-z ulym paJoisaJ Jamod J1ayl pey s1awoisnd 000‘CT

1nqg ||e pue qySiupiw Aq 03s|oUBl4{ UBS JO }1SOW O} PaJ03ISAJ SEM
JaMOd "suolleisgns |eda1u309|e padewep 03 anp Ajuiew ‘ayenb ay3
3uimo||o} Jomod 3150| 9|doad uol|jiw ' pajewilsy "walsAs yne4
SEaJpuUy UES 9y} JO UOIISS B UO ZnJ) BIUES JO 1SE3YHIOU (W 9T)
BIM | 000°007'T~ shep ¢€-¢ Iw OT Aj@1ewixoidde ayenbyliel we'g ‘ayponbyling bialid bwoq eaJly Aeg | 686T-1°00

‘A9SJa[ MBN Ul SJawojsue.] JaMmod pajaw UsAd

s93uns Jamod padnpul-esoune sinoy g 404 ssaudep olul 3jdoad
uol|jiw g 3uiun|d pue 3suinoad Y3 Jo 3s0W N0 Supjoe|q ‘epeue)
ul uollels 3upzesauasd 29gany oJpAH Y3 wouy uoissiwsuedy Jamod
VSVYN | 0000009 sinoy g 3143292 paidnusip 1eyl swiols d11audew0asd pasned aJlpj4 JojoS 2999nD | 686T/ET/E

"S9|gBJ DJ3UB[}BSURI} JO) WISAS
Jamod sy uSisapaJ 01 ['81Y PASNED JUIAS SIY] 'SIoul||] SSOJIE
VSVYN | umouyun umouxun Uo11BdIUNWWO0D duoyda|a} 3Jue3SIP-8UO| INO PIYI0UY| a4b] 4DJOS sioul||l | Z/6T/v/8

bz SO0 ydea33|91 awos 03 341} 3u113s “aeds o}
saul| ydei3s|a3 |eqo|3 pue llemeH pue eqn) Se Yyinos Jey se s1y3|
VSVN | umouyun umouun uJayuoN Suisned yues ayl Uy (2uang uoibuiiin)) wiois ipjos |eqo|o | 658T-das |eanieN

924nos | edwy| 1asn A1anoday 1oday / uondudsaqg uoies’oq aieq adA)

2210435 Aduabiawg fo ao1ffo ourriadn) 140day ysiy suonpIUNWWO) oulldadn)



http://science.nasa.gov/science-news/science-at-nasa/2008/06may_carringtonflare/

89 J0 L€ 98ed

XJ0p°Z0C0LTA-d4d2D

LT0T ‘3T 3sndny

ssald

000°'ST

SINOH

*‘Aep 1y3ies1s pJiyl e 4o sy3ip

9|d14} pue sg6 49ddn ay3 ojul paqui|d sainiesadwal aiaym ‘93eino
9y1 Aq pa31oay4e auam sAS||eA pue|ul S,elulo41|e) UJaYInos JO yiems
9PIM Y 'S913UNn0d 38Ukl pue BPISIALY ‘S9|98uy SOT JO Sseale
SWOS Ul synodjde|q pa4a83141 Siyl “spl4d Jamod uo puewsp ysiy
-pJ0223J Jeau 0} pa| dABM }eay |einiq e 49 Jamod INOYHM 3Jam
B1UJOJI|BD UJSYINOS SSOJI. SIUIPISIJ JO SPUBSNOY] *dAB 1BdH

s9|98uy soq

S10Z/01/6

ssald

005'8T

SINOH

'swa|qo4d Y3 1no palJos 3|doad Jiedad 3j1ym 321AIS 9403153

0} sJ01eJ9uad paAojdap smaud pue ‘pue|s| U31e1S UO UOISSILIWOD
J0 1n0 3U08 pey s3|qed punoJdispun pue punots-anoge

ylog ‘spooysoqysdiau susany pue uApooug |eIS9AIS Ul S9SSaUISN(
pue sawoy 000‘8ET 01 Jamod padnpaJ OS[e p3 UOD ‘IAEM

1e3Y 9sualu] ue 3unp JAN Ul Jamod 350| 00S‘ST "dABM 3EdH

A¥D Y104 MAN

S107/0¢/L

ssald

000'CT

sinoy 8T

‘sain|ie} Juawdinba pajejai-ainjesadwal 03 anp aJ9m eale 3y}
Sunoedw sadeino jo Alolew sy 1yl pawuijuod pue ‘ealy Aeg
9y1 1noy3nouyy sadeino samod juedyiudis pajiodal 39od ‘Aeg
yinos ay1 ul spuesnoyy 4oy sadeino Jomod 01 spes| anem 1edaH

Aeg yinos

S10Z/8/9

ssald

000°SS

sinoy

"eaJe 9y} ul Jamod
1NOY1IM paulewsas Q08T punoJe ‘Aep 1eyy "w-d 7 JO Sy "WJ03IS
SIy1 Suunp Jamod 3s0| s1awolsnd ealsy Aeg 000°SS AlJeaN ‘wJols

02siouelq UBS

ST0T/9/¢

ssald

00069

sinoy g'¢

‘(493Ud 0}

1jun pajaqe|) pad3el-paJ a49m sawoy Q0T ‘siusiied LTz paleadl
|euidsoy |e20| 8y ‘uoAue) uedlIBWY JO 1S9MUIIOU S3|IW 934Y]
1noge “w'e Qz:€ 1e edeN Yinos 3onJis aypnbyiina g9 apniuboin

edeN

¥10¢/v2/8

ssald

000°00T

sinoy

'SJ2W03ISNd 000‘00T Al4eau Suijdayje sadeino
Jamod Buisned ejulojl|e) UuJaylJoN SSOJIe panow wojs Jofow v

eaJy Aeg 4S

v10¢/11/C1

SNOlJeA

000°00T'8

SEEL

"UBSIYdIIAl SB 1SaM
Jej se ‘saiels /T ul 9|doad paloayje sa8eIno 9yl "UOSeas AUedlINH
13UV ZTOZ dY3 JO WI03S 1sal|peap ayl ‘Apups aupdLny

1seo0) 1se3q

¢10¢-9=d

jeinleN

324n0S

Ppedw| 13sn

A1anoday

1oday / uondudsaqg

uoielxoq

?ieq

adA)

2210435 Aduabiawg fo ao1ffo ourriadn)

110d3ay ¥s1y SUOIIDIIUNWIWOD) OulII3dN)




Cupertino Communications Risk Report Cupertino Office of Emergency Service

5.2.3 System Capacity Overloading
A number of capacity issues can hamper emergency communications traffic during a disaster response.

e Definition: Capacity is a communications systems’ ability to handle demand, provide coverage,
and send different types of information (voice and data). Some communications systems may
lack the capacity to prevent system crashes due to spikes in demand that can follow disasters.?

Telecommunications companies state that their systems are not designed to handle everyonein a
region attempting to make a call simultaneously. Past disasters, such as 9/11 and Hurricane Katrina,
created excessive demand; this caused communications systems to fail.

Additionally, for unusual occurrences like minor earthquakes, there is a natural human tendency to pick
up the phone, call family or friends, and engage in a “did you feel that?” conversation. This was evident
during the two earthquake examples listed below, leading to a loss of system access by subsequent
callers.

The following tables are a sample of the system capacity overload events.

** Emergency Communications: Vulnerabilities Remain and Limited Collaboration and Monitoring Hamper
Federal Efforts, David Wise
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Cupertino Communications Risk Report

5.3 GENERAL PROBABILITY OF IMPACTING EVENTS
Hazard assessment will be performed within the context of the City of Cupertino and the surrounding

Cupertino Office of Emergency Service

areas.

Probability of Impacting Events
If this hazard occurs &,
then it could result in that impacting event = Loss of Connectivity | Power Failure | System Overload
Civil Disturbance Low Low Medium
Dam Failure Low Low Low
Earthquake High High High
Power system disruption(Power Failure) Low High Medium
Water system disruption (no potable water) Low Low Low
Floods Medium Medium Medium
Hazardous Materials Low Low Low
Landslides Low Low Low
Transportation Accidents Low Low Low
Terrorism/Weapons of Mass Destruction High High High
Wildland/Urban Interface Fires Low Low Low

5.4 DESCRIBING RISK

Each of the Communications Categories listed in Section 4.3.1 — Verbal/Two-way, Verbal/One-Way, and
Written — will be assessed using the 3 impacting events described above. The assessment includes an
evaluation of the probability of an initiating hazard occurring (and its impacting event) and the severity if
it does occur (magnitude of the loss). Existing mitigations and backup measures will be called out when
known. The following definitions (IEC 61508 standard *°) will be used for this evaluation.

Probability: the likelihood of an initiating hazard and impacting event to occur that has an impact on the

City.

ok wnN PR

Incredible - Cannot believe that it could occur.
Improbable - So unlikely, it can be assumed the occurrence may not be experienced.
Remote - Unlikely, but possible to occur in the life of an item; has never occurred.

Occasional - Likely to occur sometime in the life of an item; has occurred at least once before.
Probable - Will occur in the life of an item; has occurred more than once before.
Frequent - Expected to occur frequently; has occurred frequently.

Seriousness: the severity of the initiating hazard and impacting event on the City (government,

businesses, and residences).

1. Negligible — no measurable system impact; no impact to the city; minor injuries at worst.
2. Marginal — minor system impact; minor city impact; major injuries to one or more persons.

3. Critical —systems are damaged or destroyed; all city operations are disrupted; loss of a single life.
4. Catastrophic — uncontrolled environmental impact; multiple loss of life.

%% International standard titled “Functional Safety of Electrical/Electronic/Programmable Electronic Safety-related

Systems”, International Electrotechnical Commission
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Risk is the potential loss of something of value or the intentional interaction with uncertainty.
Uncertainty is a potential, unpredictable, unmeasurable and uncontrollable outcome; risk is a
consequence of action taken in spite of uncertainty.27

Risk increases if either probability or severity increases provided the other component does not
decrease proportionally.

Risk Classifications provide a means for applying thresholds for taking action to address risk. For this
report, the following thresholds are used.”®

e (lass 1: Unacceptable in any circumstance. . Unacceptable
e (lass 2: Undesirable: Tolerable only if risk reduction is impracticable or if

the costs are grossly disproportionate to the improvement gained. Undesirable
e (lass 3: Tolerable if the cost of risk reduction would exceed the _
improvement.
Tolerable

o (lass 4: Acceptable as it stands, though it may need to be monitored.

' Acceptable

Risk Class Space is a two-dimensional picture that Seriousness

helps quantify risk as best possible. The numbers in Negligible | Marginal | Critical | Catastrophic
the boxes are the Risk Classification numbers listed Frequent 2

above. § Probable 3

The risk space is intended to provide insight into E Occasional

whether a considered risk should be further 3

mitigated or it could be tolerated without unduly
compromising the integrity of government or
business operations.29

Improbable

Incredible

Mitigations are the actions taken that reduce the probability of risk.

Contingencies are the actions taken to minimize further loss or impact once a risk has occurred.

5.5 INFRASTRUCTURE PROTECTION GOALS
To develop an optimal set of response plans and strategies, the following goals will be used as a means
for evaluating the resiliency of the City’s communications assets.

5.5.1.1 Redundancy
If a critical system fails, another should always be there to do its work.>® Redundant systems are
designed using multiple copies of the same type of resource to increase system dependability.

While redundant systems improve service availability, they must guard against common cause failures.

e Definition: a common cause failure is a single failure or condition that affects the operation of
multiple devices or systems that would otherwise would have been considered independent.

77 https://en.wikipedia.org/wiki/Risk

2 https://en.wikipedia.org/wiki/IEC 61508

2 http://www.mddionline.com/article/risk-analysis-beyond-probability-and-severity
% http://eprints.Ise.ac.uk/36537/1/Disspaper53.pdf
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Goal: The City uses multiple communications capabilities to sustain operations and eliminate single
points of failure that could disrupt primary services.

5.5.1.2 Diversity
Diversity is used to protect redundant systems from common cause failures. Diversity relies on
independent use of different solution implementations to accomplish the same results.

One type of diversity in communications is route diversity. This is generally defined as the
communications routing between two points over more than one geographic or physical path with no

common points.
To provide diversity, connections between two points should be by separate and distinct methods with

no common points of connection along the way. ** Diverse redundancy uses a different technology,
design, manufacture, software, etc. to reduce the influence of common cause failures. 32

Goal: The City has diverse primary and backup communications capabilities that do not share common
points of failure.

NOTE: Redundancy and diversity are effective when failures are random. They are less effective when
failures are due to wear, are systemic, or intentionally introduced.

5.5.1.3 Recoverability

Recoverability refers to the ability to restore services back to the point at which a failure occurred. The
ability to recover quickly from a system failure or disaster depends not only on the integrity of
operational data (when data needs to be restored), but also on having a predefined plan for recovering
that data and restarting operational processes.

Goal: Plans and processes are in place to restore communications operations quickly if an interruption
or failure does occur.

5.5.1.4 Resiliency

Resiliency is the ability to provide and maintain an acceptable level of service in the face of faults and
challenges to normal operation. It is the capacity that ensures adverse stressors and shocks do not have
long-lasting adverse consequences.

Goal: Critical Infrastructure and their communications capabilities should be able to withstand natural
and man-made hazards with minimum interruption or failure.

While resiliency is easy to define, it continues to be difficult to quantitatively measure. For the time
being, no resiliency measure will be assigned to any communications system covered in this report.

5.6 RISK ANALYSIS
The following communication categories are reviewed as part of this assessment:

1. Verbal / Two-way — Cupertino Government
2. Verbal / Two-way — Cupertino Resident

3. Verbal / One-way (broadcast)

4. Written (Data / Internet)

31 http://www?2.fcc.gov/pshs/techtopics/techtopics14.html
2 hitp://www.processoperations.com/SafelnstrSy/SS Chp03i.htm
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Cupertino Communications Risk Report Cupertino Office of Emergency Service

Summary

There are multiple levels of redundant systems available to the city for Verbal/Two-way
communications. As the City progresses from normal to emergency operations, the types of message
transition from normal business operations to response and recovery The number of city staff members
that can ‘make a call’ is dramatically reduced.

Service User Base Use Message Type
Wireline 300 employees Normal City business
Cell phone, City funded | 41 employees Normal Some city business
On loss of wireline City business
Cell phone, personal ~260 employees | Personal Personal message
On loss of wireline Some city business
Satellite 1 employee On loss of wireline and | Event messages
cell phones Limited city business
Two-Way Radio On loss of wireline and | Event messages
cell phones

In the event of an accidental wireline cable cut, it could be expected that service would be restored
within a 24 hour period. For intentional cuts, the recovery time may be longer depending on the extent
of the damage.

The critical impacting event is an extended power failure throughout the City and region. During a
power failure, the City telephone system (wireline and Centrex) should continue to work. A multi-day
extended event could cause a loss of the cellular communications.

The electrical power risk is the City Hall’s backup generator and the uncertainty of its ability to run and
carry the City Hall electrical load for an extended period of time.

Recommendations

1. Run an extended test of the City’s various facility backup generators under load to confirm their
resiliency. Correct deficiencies or replace as necessary.

2. Evaluate the number of talk-groups that the City’s trunk radio system can support and the
information throughput of the system. Expand the number of frequencies as necessary.

5.6.1.2 Diversity

Message Delivery

There is limited telephone system diversity. The City subscribes with AT&T as its wireline telephone
service provider for all its phone needs. There is no cable route diversity from any city facility to the
Central Office. All telephone cables exit city buildings at the same point for that building and tie into the
existing telephone cable bundle that runs to the Central Office.

In the event of loss of the Wireline Telephone Service, the City, Businesses, and residents will likely fall
back on cell phones. Cell phones do constitute an element of telephone system diversity since the point
of message origination is different from the wireline, but still relies on a single routing to a Central and
Main Office for final call completion. However, in the event of a regional wide problem, there is limited
exclusive use by the City Staff (GETS), and risk of cellular system overload is possible.

Additionally, two-way radio uses different equipment and personal to exchange a message between two
points. However, there is reduced access to the radio system by the City Staff and limited use outside
the City.
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Cupertino Communications Risk Report Cupertino Office of Emergency Service

In the event of wireline and wireless system failures, the City does have one Satellite Phone that is used
for emergencies only.

Summary
The City could absorb an in-house loss of wireline telephone service by shifting to cell phones. Adding a
Cellular telephone loss would severely limit the number of two-way telephone calls that could occur.

5.6.1.3 Recoverability

1. Wireline telephone system recovery (get the dial-tone) is the responsibility of AT&T.
2. City Centrex system recovery is the responsibility of AT&T.

3. Power for City facilities is the responsibility of the City.

AT&T and Network Disaster Recovery

AT&T has an extensive Network Disaster Recovery capability. It has made significant investments in 320
trailers and support vehicles containing network, technology, infrastructure and support elements. This
capability has been exercised during the September 11, 2001 WTC attack, the March 2010 Santiago Chile
Earthquake, and almost all major hurricane and tornado events striking the U.S. They have also
responded to California’s wild fires over the past 4 years and augmented communications for first
responders when necessary.

Lastly, AT&T is certified by DHS that AT&T is able to maintain or recover its own business operations in
the face of an emergency or disaster, whether natural, manmade, or cyber in nature.
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http://www.cdc.gov/nchs/data/nhis/earlyrelease/wireless201605.pdf
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Cupertino Communications Risk Report Cupertino Office of Emergency Service

Summary

The critical impacting scenario is an extended power outage throughout the City and region. Phone
service for Wireline/POTS telephone users should continue to work. VolP phone service will fail within
24 hours of an extended blackout as home Voice Modem backup batteries run out of charge. For both
cases, there needs to be at least one wired (not cordless) telephone.

On the loss of both wireline and cellular service, the resident must deliver any requests for assistance in
person.

Recommendations
1. Define the plan for receiving 911-equivalent requests for assistance and passing them to a Public
Safety entity for dispatch (Community Emergency Assistance Request Intake). This plan would
include:
a. where resident 911 messages can be delivered
b. when the plan will be activated
c. whoisinvolved in the process (transmitting and receiving, Citizen Corps, County Fire,
County Comm, others?)
d. how the process will work

5.6.2.2 Diversity

There is limited residential telephone system diversity. For residents with a wireline phone, it is unlikely
that more than one telephone service is used. Cell Phones constitute an element of telephone system
diversity since the point of message origination is different from the wireline, but it still relies on routing
to a Central and Main Office for final call completion. Additionally, system overload may reduce access
depending on the initiating hazard.

It is unlikely that the average resident subscribes to a satellite telephone service.
5.6.2.3 Recoverability

1. Wireline telephone system recovery (get the dial-tone) is the responsibility of AT&T or Comcast.
2. Residential power is the responsibility of the PG&E.
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Cupertino Communications Risk Report Cupertino Office of Emergency Service

Summary

The critical impacting event for the City is an extended power failure throughout the region. Public
Information Outreach becomes the priority for the City to use whatever means necessary to ensure the
community has the information to cope with the impacting event.

Recommendations
1. Formalize the plan and equipment for a Public Information Outreach mission to be performed by
the Cupertino Citizen Corps.

5.6.3.2 Diversity

While there are a sufficiently large number of commercial stations in the Bay Area, they differ in
equipment, location, content and coverage. There is 1 PEP and 4 Local Primary (LP) stations in the area.
The PEP/LP diversity in studio, transmitter, and antenna locations increases the likelihood that at least
one emergency commercial broadcast station will remain on the air.

5.6.3.3 Recoverability

1. Commercial radio and television broadcast recovery is the responsibility of the station owner.
2. Cupertino TIS and City Channel recovery is the responsibility of the City.

3. Regional power recovery is the responsibility of the PG&E.
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5.6.4.2 Diversity
There is good internet diversity between the three service providers that the City has under contract. As
always, the integrity of internet access depends on power at City Hall.

5.6.4.3 Recoverability

1. Wired internet recovery is the responsibility of AT&T and Comcast.
2. Satellite internet recovery is the responsibility of Excede.

3. Infralink internet recovery is the responsibility of Infralink.

4. Power for City facilities is the responsibility of the City.
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6 PRIORITIZE ACTIONS

6.1 SUMMARY OF RESULTS
Based on the above risks identified, the following observations are made:

1. The city has sufficient primary and secondary telephone coverage to maintain business operations.
2. There is reasonable resiliency with City-owned communication systems both for internal use as well
as for information out-reach to the community provided City Hall does not lose power.
3. The largest re-occurring risk to City communications is the loss of power.
4. Amateur Radio continues to be the communications mode of last resort.
5. There were 43 specific risks were identified that break down into the following categories:
a. Tolerable: 27
b. Undesirable: 9
¢. Unacceptable: 7

6.1.1 City’s Unacceptable Risks

The following two risks directly impact the City’s ability deliver service to its residents. While these risks
listed here are specific to Communications, they also apply to all city functional areas and processes that
take place in City Hall.

6.1.1.1 Loss of Access: City Hall is red-tagged; earthquake event.
In the event City Hall is damaged and subsequently red-tagged, City Staff loses access to the 2 primary
communications means for reaching out to the community:

b. City Channel

c. Radio Cupertino (TIS) station

In support of the City’s Communication Mission (To increase public awareness, interest, understanding,
and participation in city issues, programs, and services), the key communication mechanisms that are
most at risk are the City Channel and Radio Cupertino (TIS). Risks R24, R30 point to a loss of access to
City Hall due to a significant damaging event resulting in the building being Red-Tagged and unsuitable
for use.

6.1.1.2 Loss of Commercial power; backup generator fails
If there is a loss of commercial and backup generator power, then the City loses several communications
systems that would be required to support City communications functions needed for the recovery (not
to mention IT, City Operations, and EOC Operations):
a. City Channel
Infralink Internet
Satellite Internet Reception
Satellite TV Reception
Satellite Phone

©ao o

Risks R6, R23, R27, R29, R36, and R39 highlight the scenario where the City experiences a loss of
commercial power and the backup generator fails. Past generator performance casts reasonable doubt
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that the City Hall backup generator will operate sufficiently and reliably to satisfy the needs of the City
Hall staff in the event of an emergency.

6.1.2 City’s Undesirable Risks
The City’s largest residential risk is the loss of residents’ ability to dial 911 for help. Several causes will
contribute to this situation:

1. Accidental: excavation cuts the cable to some or all of residential telephones (Risks R14, R16).

2. Extended power outage at home followed by a depletion of the VolP modem backup battery (Risks
R13, R18).

3. Extended power outage at the VRAD followed by a depletion of the backup battery (Risk R17).

Extended power outage caused by natural or intentional events (Risk R20).

5. Loss of regional power (Risk R15).

E

6.2 RECOMMENDED ACTIONS

There are several risks that are outside the City’s span of control involving commercial infrastructure
owners. However, there are specific actions that the City can take. The following actions are proposed
to address the Undesirable and Unacceptable risks identified above.

1. Move TIS Station to a more secure facility, or retrofit City Hall.

TIS is the ultimate communications lifeline between the city and the community in the event of an
emergency, and this system needs to be protected. Mitigation of Risks R24, R30 (Undesirable) address
losing access to City Hall by City Staff caused by Red-Tagging the building as a result of a sufficient City
Hall-damaging event. In this case, City Hall is deemed unsafe to occupy until corrective actions are taken
to make the structure safe again for use.

2. Complete the TIS backup battery upgrade.

TIS is the ultimate communications lifeline between the city and the community in the event of an
emergency, and this system needs to be protected. Completing the mitigation for Risk R22, R23
(Undesirable) would reclassify this risk to Tolerable. Once complete, Radio Cupertino would be able to
stay on the air during a prolonged loss of City Hall power. Also, this is a backup mitigation in the event
of a City Hall power generator failure.

3. Improve the reliability of the City Hall backup generator.

Power was the most common re-occurring risk that was identified, with a quarter of risk causes linked to
the failure of the City Hall Generator. The ultimate mitigation for Risks R6, R23, R27, R29, R36, R39
(Unacceptable) is a generator replacement. As an interim measure, it is recommended to frequently
test the generator to (i) find and correct faults with the generator system, (ii) build staff confidence that
the generator will reliably run when required to do so, (iii) or build the case for a generator replacement.

4. Define the Public Information Outreach plan.

A significant event will require all means to public information outreach. The Contingency for Risk R29,
R30 (Unacceptable) is a mechanism to publish city information out to the community using the
Cupertino Citizen Corps infrastructure for posting the information in the field. This action include both
hardware (printers) and procedures to be finalized.
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5. Define the Community Emergency Assistance Request Intake plan.

The loss of home telephone capability will result in the inability to place a 911 emergency call from an
impacted home. The Contingency for Risks R14, R15, R16, R17, R18, R20 (Undesirable) is to define the
procedure and policies for taking 911 information in the field and relaying it to a PSAP, either County
Comm, a Fire Station, or some other entity tasked with initiating an emergency dispatch.

6. Complete ARKnet build out as the Cupertino Emergency Intranet.

Coordinating among City response facilities will be critical. The Contingency for Risks R29, R30
(Unacceptable) is building out the Cupertino Emergency Intranet that enables high speed, broadband
data to field response sites and City facilities when commercial means are lost. The delivered capability
includes an ARKnet-based VolP telephone service for critical sites. ARKnet also enables other network
services from which the City will benefit. See the ARKnet Project Data Sheet for details.

7. Perform testing of specific backup communications measures.

There are several contingencies that are assumed to work but have never been tested. Perform tests on
the following:

a. Develop a test to cross connect Excede Satellite Internet to the City fiber network and
confirm internet access at all networked city sites.

b. Develop a test to cross connect Infralink Internet to the City fiber network and confirm
internet access at all networked city sites.

c. Develop a test to exercise the Satellite Telephone.

8. Explore other emerging technologies and means for communicating with the community during an
emergency.

City Channel is beta testing several new technologies and platforms for broadcasting live content on the
internet and social media that can distribute useful information to the public. This information could be
also used by Public Safety and anyone with internet access. Examples of these platforms include (nut
not limited to):

Periscope (live streaming)

MeerKat (live streaming)

Hang (live streaming)

StringWire (live streaming)

Instagram (image submittal and posting)

vk wnN e

9. Public outreach to the community.

There are specific actions that should be taken to further prepare the residents for communications
events over which they have some element of control. These items are candidates for the Cupertino
Scene’s preparedness section.

1. Ensure residents have a car cell-phone charger (mitigation for Risk R19, Tolerable).

2. For home wireline telephones, ensure the availability of at least one corded phone (mitigation
for Risk R10, Tolerable).

3. Ensure every home has a portable AM/FM radio (best practice)
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6.3 UNMITIGATED RIsks
There are contingencies or proposals for all Undesirable and Unacceptable risks. However, there are 10
of these risks without mitigations. These break down as follows:

1. 50% are loss of Commercial Power impacting service provider or home assets

2. 20% are loss of Commercial Power and City Generator Power

3. 20% are loss of connectivity to the home

4. 10% are loss of access to City Hall due to significant damage from an earthquake event

The mitigations should be identified (if possible) and evaluated to determine if they should be pursued,
if no action is warranted, of if the Risk is properly assessed.
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A. REFERENCES

A.1 SUMMARY OF COMMUNICATIONS ASSETS AND SYSTEMS
The following tables list the communications systems in Cupertino.
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https://www.informit.com/library/content.aspx?b=Signaling_System_No_7&seqNum=31
http://searchunifiedcommunications.techtarget.com/definition/private-branch-exchange
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